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PREFACE

This document is the final technical report (CDRL A004) for the Software Quality Mcasurement
Demonstration contract, number F30602-85-C-0180. The contract was performed for Rome Air
Development Center (RADC) to evaluate the RADC software quality framework.

This report is organized into four major sections as foliows:

I. EXECUTIVE SUMMARY

I. APPROACH

IfI. FINDINGS & RECOMMENDATIONS
IV. CONCLUSIONS

Section | provides background on RADC's software quality framework and defines the objectives of this
study. Scction Il details our approach to the cvaluation of the framework. Section 111 examines our
findings, and suggests recommendations for ecnhancements to the methodology and the framework.

Section IV summarizes our conclusions.

This study is based on earlier efforts to define the software quality framework. In particular, the
Boeing Aerospace Company produced a set of documents (guidebooks) for use in implementing the
methodology. The guidebooks were published for RADC under contract number F30602-82-C-0137.

I would like to acknowledge the efforts of two colleagues, Tod R. Loebel and Carolyn D. Midwood for
their significant contributions to this study. Many of the specific findings and recommendations are a
direct result of their painstaking study of the framework and its application.
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SECTION 1 o

EXECUTIVE SUMMARY -«“"-

S . . s

This technical report presents results of the Software Quality Measurement Demonstration (SQMD) e

study. This work was performed for Rome Air Development Center (RADC) by Computer Science > ':’:‘;:

Innovations, Inc. (CSI) under Contract No. F30602-85-C-0180. ‘ ‘,:::

SN

11 OBJECTIVES :{3\{’ :

The goals of this 18 month cffort were to evaluate RADC's software quality measurement framework é; :'}“z

and to validate metrics for adequacy and correctness. Conclusions were drawn regarding the utility of S48

the methodology as a quantitative input to the overall quality assurance process, and specific : :,':;S:?

recommendations were made to improve the methodology and the metrics {1]. ‘::' ::::

St

12 OVERVIEW OF CONTRACT RESULTS S
CSI applied the RADC software quality measurement framework to two Senior Battle Staff Decision =

Aids (SBSDA) which were developed by PAR Technology Corporation under contract to RADC. We '"J"'\E ’

followed the Software Quality Guidcbooks, Volumes I and II, to perform both the quality specification Eﬁh %
and quality evaluation tasks. In this respect, we took on the roles of a softwarc acquisition manager ,_ ::',”‘

, (SAM) and of an independent quality assurance team. The experience gained was used to evaluate the N

s methodology and clements of the framework. During this process we conducted several Technical EE;:'

Interchange Mectings (TIMs) with various RADC personnel and other contractors working with the -:::- o]

software quality program. Ve ,"

We found the software quality framework to be useful in the context of the software acquisition process.
By focusing on software quality from the beginning, the SAM and the developer put much needed
emphasis on quality concerns such as MAINTAINABILITY, RELIABILITY, PORTABILITY,
REUSABILITY, and USABILITY.

The guidebooks and framework are related to DoD-STD-2167 (also referred to herein as 2167). This

software development standard requires that software quality be specified, but provides no guidance for RN
¥ doing so. The RADC software quality program provides the means to both specify software quality .\_.:. .
P goals and measure, periodically, the progress toward those goals. :,’_‘_.-_:..-:
N ::.::.r
Kahat
- Application of softwarc quality mecasurement during development is particularly beneficial because Py’
: uality deficiencies can be detected and corrected early. Savings which result can be expected to more ey
’ q ':.'t':
K 0
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than compensate for the additional cost of specifying and evaluating software quality.

The software quality framework consists of a multi-tiered structurc of quality attributes. This
organization is very effective, since it lends itself to evolution and tailoring. In fact, the framework
must evolve in order to adapt to advances in software engincering. Our study revealed several areas in
which key technologies are not yet accounted for by the metrics. For example, the framework should
account for the use of robust transaction processing techniques, fault-tolerant architectures, knowledge
based concepts, and fourth generation languages. In addition to advances in the framework, the
methodology as documented in the guidebooks must evolve as expericnee is gained in its use. We have
noted several arcas which should be modified to improve the methodology and, thus, increasc its

acceptance by SAMs. For example, the procedures involved with computing and analyzing factor scores
should be clarified.

As a result of this study we have proposed a number of significant changes to the framework. Four
factors, because they are more appropriately specified with functional and performance requirements,
should be deleted. These factors are EFFICIENCY, INTEGRITY, EXPANDABILITY, and
INTEROPERABILITY. We felt strongly that these factors, while clearly important to the software
acquisition process, are not appropriately specified and evaluated as quality factors. If these attributes
arc needed then they should be specified concretely as functional, performance, and interface
requirements. An additional factor, TRUSTWORTHINESS, should be incorporated into the framework.
This factor is related to RELIABILITY, but differs in the way it accounts for the severity of possible

failures.

Several changes to the criteria are in order. In particular, the concept of complimentary factors should
be eliminated. Complimentarity , as discussed in Volume II of the Boeing Guidebooks, refers to the fact
that certain factors should not be specified or evaluated by themselves. For example, if RELIABILITY
is important, then CORRECTNESS and VERIFIABILITY also are important. The Guidebook states that

"even if the metric scores were high for RELIABILITY, but the software was incorrect or difficult to

;ji: verify, the actual reliability could be low..." (emphasis added). The implication is that the factor

' RELIABILITY does not measure some software charactctistics which are, in fact, important to the

; factor. We belicve that each factor definition must incorporate all the attributes, in the form of

b ’ criteria, which are needed for a complete definition of the factor. In that way we can be sure that the
3¢9 specification and evaluation of any specific factor can stand alonc. We should not need to consider the
,' values of other (complimentary) factors to determine if, indeed, the quality of intcrest has been

successfully achieved. Only by climinating the concept of complementary factors can these goals be

& rcalized.
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We have also identificd a number of changes to metrics and metric elements. These reccommendations can :;':":E:;::
be classificd gencrally as clarification of questions, modifications to metric computations, and use of :;;E;:}"
metrics during diffcrent life cycle phases. "i"
R

Aside from the framework modifications mentioned above, we have made a number of general :::: :' ::};“
recommendations. First, the collection of metric data is time consuming, and somewhat subsjcctive. .‘.::::::::::
Automation will help greatly in improving the efficiency and objectivity of metric data collection. ANAl
RADC's Quality and Productivity Tool (QPT) will be instrumental in expanding the automation of the , ;:I::“'s
software quality process. “"3::.?‘:
R

We have raised a fundamental concern about the meaning of numeric scores - factor, criteria, and metric. L Ay
At present, no statistically valid basis has been developed which would allow factor goals to be ::l':‘. c‘? :
comparcd with factor scores. Neither can scores from one worksheet be compared with scores from other ;:‘,:‘,i"‘ti:‘,e!
workshccts. Finally, scores for one factor cannot be meaningfully compared with scores from other "’“"‘:""

(n 'c"
factors. The guidebooks should explain this limitation, at least until such a statistical basis has been st

b

N,

developed. ‘ Eigi::::,é:

We found that the guidebooks are uscful to those who are experienced with quality measurement :EE:,EEEEEEE

technology. However, the primary audience for the guidebooks - SAMs and software developers - do not "‘.‘ d

generally have the required background to properly implement the methodology. This problem could be R AG

minimized by some restructuring and clarification of the guidebooks. We recommend that Volumes 11 ‘:::',:' ::

and 111 be rewritten to focus on the detailed steps required to implement the methodology. These E::i::::::f
instructions should not be confused by interspersing examples and theory. These volumes should contain . R

morc detailed, "cookbook like" instructions as well as a complete set of blank forms which could be ",: .;‘::;‘,

copiced and used at cach stage in the process. A third, tutorial volume should also be prepared. This ! ';:E:::E‘

book would contain the history, theory and examples which are scattered through the current Volumes S; 1'::::'::

ITand I1l. It also would contain expanded, more detailed examples, both simple and complex. By such a » '

restructuring, the methodology would become much more accessible to the SAMs and software developers :l‘ .:::"

who must use it. ‘:"',‘::‘,'.‘:'.

R

Finally, we believe that users must understand both the strengths and weaknesscs of the quality ‘ ‘

measurement technology. Specifically, since it hasn't yct been validated, scoring analysis should not be ;P‘:':!"'o:':

emphasized yet. Instead, users should be encouraged to use scores to identify weak areas during software 's':. ::

development. This significant benefit of the methodology can be exploited by looking for anomalics in !? \ é "

unit, CSC, and CSCl scores. A criterion score that is much lower than average for a given system b

deserves detailed study. '5‘.:;::‘;::‘
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The remainder of this report provides the details of our approach, our findings, and reccommendations.
We hope that our contribution to quality measurcment technology is a positive one, and will be used to
benefit this important tool of software acquisition managers and software developers.

13 BACKGROUND

Software Quality Assurance was, at one time, primarily an exercise of testing to insure that the product
satisfied the requirements. It is now generally acknowledged that this type of "QA" is inadequate
because quality must be built in, not tested in. The traditional approach typically resulted in systems

that were expensive to modify and maintain, and often did not meet the needs of operational personnel.

The need for a quantitative way to specify and measure software quality was recognized, and in 1976
RADC began exploring software quality measurcment. At that time, an cffort was undertaken to explore
methods of specifying and measuring software quality in a quantifiable manner (contract no.
F30602-76-C-0417, Factors in Software Quality). Animportant goal was to make this technology
available to Air Foroe acquisition managers. This study defined software quality in a hierarchical
fashion. At the top of this framework were eleven quality factors which represented user-oriented

views of quality. These factors were CORRECTNESS, EFFICIENCY, INTEGRITY, USABILITY,
TESTABILITY, FLEXIBILITY, REUSABILITY, MAINTAINABILITY, RELIABILITY, PORTABILITY,

and INTEROPERABILITY. Each factor was described in terms of software oriented attributes called
criteria. Examples of criteria are TRACEABILITY, CONSISTENCY, COMPLETENESS,

MODULARITY, and MACHINE INDEPENDENCE. Each criterion was further defined in terms of
metrics, which were quantitative measures of an attribute. Metrics were items such as quantity of
comments, completeness checklist, and complexity measure. This entire framework would then be used to
specify, measure, and predict the quality of a software system at various points in its life cycle. This

initial cffort resulted in publication of the Preliminary Handbook on Software Quality for an

Acquisition Manager (RADC-TR-77-369) (2.

In 1978 RADC sponsored a study (F30602-78-C-0216, Software Quality Metrics Enhancement) which
involved studying the applicability of the framework to software developments other than Command
and Control, and validating and refining several specific metrics. It was found that quality
measurement could be used cffectively within a Management Information System (MIS) environment.
Several metrics were deleted for various reasons, and several were added. A sensitivity analysis was
used and demonstrated to be an cffective tool, based on quantitative quality measures. Finally, a new

Software Quality Measurement Manual (RADC-TR-80-109) was produced for acquisition managers [3].
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In 1979, RADC awarded a contract (F30602-79-C-0267) to automate the collection of metric data. The
Automated Measurement Tool (AMT) was developed and delivered to the Air Force in 1981,

RADC sponsored an effort starting in 1980 (F30602-80-C-0265 - Software Interoperability and
Reusability) to further enhance the software quality framework. Two quality factors,
INTEROPERABILITY and REUSABILITY, were refined by the addition of new criteria and metrics, and

their applicability was validated. A new Guidebook for Software Quality Mecasurement
(RADC-TR-83-174) was produced [4].

Also in 1980, RADC sponsored research (F30602-80-C-0330 - Software Quality Measurements for
Distributed Systems) to extend the software quality framework into systems with distributed software.
As a result, modifications were made to the quality framework. Two new quality factors,
SURVIVABILITY and EXPANDABILITY, were introduced. This was documented in Software Quality
Measurement for Distributed Systems (RADC-TR-83-175) [5).

. e -

In 1982, RADC sponsored research (F30602-82-C-017, Specification of Software Quality Attributcs)

which was intended to consolidate previous rescarch and develop the methodology for use by an Air

- e e

Force software acquisition manager. This involved, in part, adopting the terminology of DoD-STD-2167
(DoD-STD-SDS). A three volume report was produced (RADC-TR-85-37), two volumes of which
provide the software acquisition manager with guidelines for the specification and evaluation of

software quality [6]. Also, a plan was prepared to validate the software quality framework.

- . e e

At present, several RADC sponsored software quality activities are progressing in parallel. The
Automated Measurement System (AMS) contract is being conducted to refine and expand the AMT.

ap -
-

.
-

Another tool, the Environment Measurement Instrumentation (EMI), is being developed to support data

P e N

collection within a life cycle software engincering environment. The AMS is about to evolve into the

Quality and Productivity Tool (QPT) which will integrate metric tools into a more comprehensive

R software enginecring environment. e
K} 14 & “.:':0‘,:‘1
N O
N ) ..‘|‘
¥ ) This contract (F30602-85-C-0180, Softwarc Quality Mcasurcment Demonstration I) was conducted to 5 '1“'0
‘ ¢
gy cvaluate the methodology and validate the metrics which have been developed and refined under the vl
:E contracts previously referenced. The target projects for CSI's study were two decision aid programs ) .
)

4 developed under the Senior Battle Staff Decision Aids (SBSDA) project. A parallel study (Software ‘f}"»h\
) ATY.
.:', Quality Measurement Demonstration II) was conducted independently against two other decision aid ; ::5
) D)
software systems which were also developed under the SBSDA project. s "R
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N e
“ ) ..l
4 ‘\'I"'
‘: |"e:".:‘
:'. 5 't" a.:‘

::. :"‘v "'l“‘t‘ W "' ‘u“‘:‘ ‘;‘ l“‘\ i ..l' |‘ t' " N e "fh "'J\‘ \.(«" x(' ':‘R A\ %
:‘" e "'9‘;:1 "h .::s. '::: :::% n‘:‘: :::k ety ‘:‘5“ :‘ n“‘t‘:‘t' '\":' .' '::-\‘. x ~ \i}‘? "'\

1' ‘s' Un‘ "n“' ..... 'u'.'n W .4"!‘ 't "t"lt -‘n X WX )u




14 SENIOR BATTLE STAFF DECISION AIDS

This subscction contains a brief overview of the SBSDA system. RADC sponsored this development
cffort with PAR Technology Corporation as prime contractor. PAR's subcontractors were Betac
Corporation, Perceptronics Inc., and Knowledge Systems Concepts, Inc.

The SBSDA system consists of four prototype decision aids [78). The aids were designed to demonstrate
that Artificial Intelligence, Decision Analysis, and Operations Research can assist Tactical Air Force
Scnior Battle Staff decision makers. The aids developed were:

1. Resource Apportionment Aid (RAA),

2. Enemy Performance Assessment Aid (EPAA),

3. Enemy Sortie Capability Measurement Aid (ESCMA), and,

4. Enemy Course of Action Evaluation Air (ECOAEA)

CSl is studying the RAA and EPAA aids under this study.

-

The primary use of the Resource Apportionment Aid (RAA) is to support the Tactical Air Forces (TAF)
Commander's Air Apportionment Conference. This includes recommendations for the most cfficient usc of
air power, rationale for this apportionment, and how the apportionment effort directly supports the

Joint Task Force (JTF)} commander's guidance.

O

- m
-’

The Enemy Performance Assessment Aid (EPAA) is intended to be used by an air component command

headquarters staff or the intelligence staff of a tactical air force. Its function is to assess the current

state of an enemy's combat capability.
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SECTION 2
APPROACH

This section describes how RADC's methodology was applicd to the SBSDA. Also, it identifies the
procedures that were used to collect information for evaluating the guidebooks and the framework.

This section documents the procedures we followed. Highlights are presented, along with
considerations which were unique to the SBSDA. The RAA and EPAA Software Quality Requirements
Reports [9,10], and the Implementation and Validation Plan (CDRL A002) [11] further define the
procedures which were followed.

This section is organized into two main topics. First, the process used to specify software quality for the
EPAA and RAA is described. Second, the quality evaluation process is described. Unless otherwise
specified, these descriptions apply to both EPAA and RAA.

21 SOFTWARE QUALITY SPECIFICATION
This subsection describes, at a high level, the process of specifying software quality for the decision
aids. In general, quality specification was performed in accordance with the instructions in the

Software Quality Specification Guidebook, Volume 1I. Exceptions to this are noted below.

First, functions were identified and quality factor goals were defined. Next, criteria goals and
weighting formulas were determined for these functions. Finally, the metrics and metric clements were

cxamined for applicability to these functions.

Since the SBSDA program was completed in September 1985, the methodology was applied "outside”
the development life cycle context. The guidebooks briefly discuss this case and how it differs from the
more typical case. Ideally, however, the study of the methodology and framework should be performed
against a project during its development. The quality requirements could then be incorporated into the
System / Segment Specification and allocated down into design documents. Quality could be evaluated

at each major review, and necessary adjustments made. Such a scenario would be a more representative

application of the methodology, and would allow more conclusions to be drawn regarding the validity of

the framework. In particular, this approach would eliminate the potential for bias which existed in
our study, due to the unavoidable hindsight of specifying and evaluating quality for an alrcady
completed system.
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The software quality framework has been designed to work with products of the software development

process, such as documentation and code. This framework assumes that the development is done

according to DoD-STD-2167 (12], and the guidebooks describe procedures for collecting quality metric
A data from the various DID formats which this standard specifies. The SBSDA contract was awarded
prior to implementation of the standard; thercforc, it was necessary to develop a mapping between the
SBSDA documents and 2167. It is felt that, because the SBSDA effort was conducted as an exploratory
development and emphasis was placed on getting the decision aids to perform operations which were
N previously labor intensive, the software documentation was incomplete. Despite this, the findings and

recommendations regarding the software quality framework and methodology are valid. The quality of
SBSDA documentation did not affect our conclusions.

X 211 Identify Functions
J
‘.: The first step in performing quality specifications was to identify the major software functions for each
:'.: decision aid. This task was particularly difficult, due to the structure of the SBSDA documentation.
KN
‘ RAA, in particular, was challenging because several different functional decompositions were
o documented in various parts of the documentation.
o
0"
'.‘.'. PAR assisted with this task, and we arrived at a reasonable set of functions for the two systems:
0‘,
;:’ EPAA Develop Knowledge
f;" Monitor Encmy Performance
', Analyzc Encmy Performance
: RAA  Develop & Analyze Air Apportionment Recommendation
;: Provide Rationale & Support for Recommendation
i
The remainder of the quality specification activitics were applied to each of the above functions.
M

2.1.2 Assign Initial Qualit al

IS -
- e

Scveral factors were taken into account when assigning initial quality goals. Typical command/control
quality concerns were considered. SBSDA documentation was studied to identify system quality

requirements. Finally, quality requirements surveys were used to obtain additional views about SBSDA
¢ quality goals.

Quality Requirements Surveys were sent to the SBSDA acquisition manager and the system development

) contractor. These surveys identified the major system functions and asked for opinions regarding the
W
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desired level of quality for each function. The following ratings were used to describe the importance of LI

L) :
each of the thirteen quality factors. '.'lf' o

(E) - EXCELLENT Great deal of emphasis on the factor; high score is it

expected; low scores must be corrected. 3

(G - GOOD Emphasis on most aspects of the factor; correction of

only sclected aspects of low scoring arcas. ‘q"‘ “‘

. . )
(A) - AVERAGE Maintain an awarcness of the factor; incorporate "
quality considerations where convenient, but with

littlc or no cost impact. e

() - N/A This factor is either not important or not applicable.

An example of the survey form is shown in Figure 2.1.2. Appendix C contains copies of the actual forms 'n"'o

which were completed by the respondents. * 9‘0 W

Some problems exist with the Quality Requirement Surveys. First, these surveys are intended to be a 1 | ]
means for those responsible for development, operations, and maintenance to indicate the levels of ;“‘ﬂ":;'
quality which they would like in the final system. It must be noted that these surveys were not O
completed by the end users, since SBSDA was a proof of concept development and we did not have access 0y
to the prospective users. Also, these surveys were completed after SBSDA development was complete

. [} . r, P ¥
and, therefore, probably show some bias toward actual quality in some cascs. adn g

The survey results, command/control quality concerns, and system quality requirements were used to P!
arrive at a sct of quality goals. These were then modified to account for the effects of complimentary

quality factors. Table 2.1.2 shows the resulting initial quality goals for EPAA and RAA. '::"t:"i'

P
l" x
.

SRRt
S LW

-
- .:_.. £

'R
)

Q (] he® 3q%)] b v-I} Pl —-,'f'{' I.{‘_{.{J‘ (‘\. W.-‘f .r-!_'.-'l\(. ‘\.h" o)
s :" Wt R E‘”f"i’:’r"""t POATAAE f"-.w’”w:‘-r AN SN,
'I‘ '5 o,' ,-,,"* ~ 'r- '\, '- ("-_._.,\ ,\\,\,\ o \;?‘,\ ‘

l .‘.0,‘." “‘h".. ". ‘N » f d \ - \‘.'h . ’-‘}‘;ﬂ ., Pkﬁ l. .? S X

'M'J o AN. o tolyh) .M K AT



SOFTWARE
QUALITY
FACTOR

SYSTEM OR
SOFTWARE-
UNIQUE
FUNCTION

2
g

PERFORMANCE ADAPTATION

<OZM—OTTTMm
<= DOM=ZT™
" D>@NC
NOMZ-OMD®DDOO

€< —A=F " @PZTTIPNZT >
<A~ ®>4DVO0T

<=H=r-@>»-rmD
<A~ r-—M>»<—<ICON

L A=r=@>» "N IM<
4"~ @>O0Z>TVXM
K== "D TXmMrm
«<K~N—rF@E>»IMVOIM-Z=
< ~=r—@m>»nOCm

DEVELOP KNOWLEDGE

MONITOR ENEMY
PERFORMANCE

ANALYZE ENEMY
PERFORMANCE

Figure 2.1.2 Sample Quality Requirements Survey

m‘-\.'.\" &?\-’fl\ o
. W‘i‘r;r"m::

1

RSO
i":\i}_‘ N
’f £

..ﬂ
RGN
(3 moa%y u\ﬂm.mhm!

NOTE FOR GOAL ENTRIES:

E = EXCELLENT

G = GOOD

A = AVERAGE

BLANK OR N/A =
NOT IMPORTANT OR
NOT APPLICABLE

i

8




fo L0

Table 2.1.2 Resulting Initial Quality Factor Goals
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213 Interrelationshi

After arriving at the set of initial quality goals, the technical feasibility of achieving those goals was
explored. This involved considering the interrelationships among quality factors. Specifically, the
ability to attain high quality for a factor may be adversely affected when it is desired that another
factor also have a high level of quality. For example, if software is designed and implemented to be
highly expandable, it can be difficult to achieve high levels of EFFICIENCY. Similarly, certain
combinations of factors have positive cffects, thus reducing the technical difficulty in attaining the
desired quality goals. For example, software with high RELIABILITY generally incorporates good
ANOMALY MANAGEMENT. This results in improved USABILITY as well.

When the technical feasibility of attaining a certain set of goals was determined to be low, adjustments
were made. Table 2.1.3 contains the final quality factor goals, after performing such modifications.
Note that the only factor goal that was changed was EFFICIENCY. This was due to the fact that
EFFICIENCY is the factor with the most negative interrelationships with other factors. Thus, the
overall EFFICIENCY of the system was de-emphasized in order to increasc the technical feasibility of
achieving the other goals.
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2.14 Consider Costs

o Just as the technical feasibility of attaining factor goals was studied, the guidebook describes a
! procedure for determining the cost ramifications of attaining the desired level of quality.
.
:' Since the SBSDA project had already been completed, we did not apply this portion of the
: methodology. However, we assessed the procedures for feasibility and considered the validity of the
’ assumptions made by the guidebook. The results are given in section 3.
:
215 ify Criteria
E; The next step involved specifying the extent that cach criterion should contribute to the quality factors.
Critcria weighting formulas were developed which define the relative importance of cach criterion to
:: cach factor. A sct of these formulae were produced for cach function, since it was desirable to emphasize
i' different qualities for different functions. Table 2.1.5 shows the weighting formulas for the Develop
':: Knowledge function of EPAA.
5, Table 2.1.5 Criteria Weighting Formulas
" For EPAA Develop Knowledge Function
)
)
I N\
? FACTOR WEIGHTING FORMULA
? (EFFICIENCY) NA | = (EC)+ (EP)+ (ES)
y (NTEGRTY)  NA| = (SS)
, (RELIABILITY) = .5 (AC)+ .3 (AM)+ .2 (Si)
’;: (SURVIVABILITY) N/A| = (AM)+ (AU} (D0 (RE} (MO)
H (USABILITY) = 5(0P)+ 5(TN)
) (CORRECTNESS) = 4 (CP)+ .4 (CS)+ .2(TC)
‘l (MAINTAINABILITY) = .15 (CS)+ .1 (VS)+ .25 (MO)+ .25 (SD)+ .25 (Sl)
) (VERIFIABILITY) = .1(CP)+.3 (MO)+ .3 (SD)+ .3 (SI)
- (EXPANDABILITY) = .3(AT)+.1 (GE}+ O (VR)+.2 (MO)+ .2 (SD)+ .2 (SI)
W (FLEXIBILITY) = .1 (GE)+ .3 (MO)+ .3 (SD)+ .3 (SI)
:': (INTEROPERABILITY) = .25 (CL)+ 0 (FO)+ .25 (ID)+ .25 (SY)+ .25 (MO}
y (PORTABILITY) = 5(ID)+ .25 (MO)+ .25 (SD)
" L(REUSABILITY) = .1{AP)+ .2 (DO)+ .1 (FS)+ .1 (GE)+ .1 (ID)+.1(ST)+ .1(MO)+ .1(SD)+ .I(SI))
.l
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216  Specify Metrics e ;3:3
The last procedure in the quality specification process involved specifying the metrics and metric ‘ ".:'.:EE
elements which will be used to measure the quality during the system life cycle. This process involves g
tailoring out the metrics which are not considered applicable to the softwarce system. We omitted this ?,;:-"
step for two reasons. First, we felt that not enough information was available for us to make informed &::"
choices. We did not wish to delete potentially useful metrics. Second, we planned to apply all metrics " "
to assist us in our evaluation of the framework. In the cases where metrics simply were immeasurable, d
we planned to mark them "N/ A" during the quality cvaluation process. hntedy
X
217 Assess Compliance With Requirements 2 :::1
Guidebook Volume 11 assumes that the SAM will, at cach major software development milestone, . ~!:‘
compare the measured quality with the specified quality goals. As explained more fully in Paragraph ::\":
3.2.4, these comparisons currently are of questionable value since no statistical validation has been :::::::::
performed on factor goals and scores. For reference, Figures 2.2.3-1 through 2.2.3-5 display the speciticd !'?::::‘::
and measured factor scores. o
2.1.8 Publish Software Quality Requirements Report :éi'; s
The guidcbooks assume that the results of the quality specification process will be documented in a ! o
System/Segment Specification. Since that was not an option, a scparate report was created. This L .
report, called the Software Quality Requirements Report (SQRR), was published for cach decision aid. ;:::-:.n
This report has utility even when the quality requirements themselves become part of a formal :‘::Ef;
specification. The SQRR can and should be used to capture the intermediate results, trade-offs, and ::‘_:"‘ ’
rationale which preceded the final quality requirements. This is examined further in section 3. \
D
22 SOFTWARE QUALITY EVALUATION EEZ‘: y
This subsection describes, at a high level, the process of cvaluating the software quality of the decision :::::::,
aids. Quality cvaluation was performed in accordance with the instructions in the Software Quality o .:. '
Evaluation Guidcebook, Volume 111 iiv__,
o
Each metric was examined to determinc if it could be measured. Metrics which were judged as not EEE?. X
H applicable to the decision aids were not measured. This approach insured that all metrics were ": '
considered for validation purposes. ::;: $
S
o Documcentation of the system and software plays an important role during the quality cvaluation ::-(":_-

X

activitics. The guidebooks are intended to be used with software developed in accordance with

DoD-STD-2167. Since the SBSDA contractor was not required to use this standard, it was particularly
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. ®
challenging to apply the worksheets. This certainly affected the time required to take measurements of
quality. Also, the resulting quality scores werc lower because, in many cases, documentation which was
required to answer metric questions did not exist. Nevertheless, the lack of standard documentation had
little or no negative effects on our evaluation of the framework and guidebooks. This is becausc our
evaluation was performed based on our perceptions of the process, not based on the difficultics with
applying the methodology to SBSDA.
221 Identify Allocation Relationships
The first step in the quality evaluation activity was to determine how quality requirements were pegs?
allocated from the software functions into CS5Cls and units. The condition of the SBSDA documentation 2
made this task particularly difficult. PAR worked closcly with us to identify these allocation ,
relationships.
Most large systems are decomposed into two or more CSCls. This partitioning is then supported by
distinct documents for each CSCI, according to 2167. The SBSDA systems, however, were not broken
down into multiple CSCIs. Therefore, we were unable to exercise portions of the methodology which .
pertain to the allocation of software functions into multiple CSCis. We did, however, consider the Wk
cffects of using the guidebooks with a multiple CSCI system.
In the case of RAA, several different decompositions into CSCls and units were found in various places. B
It was a major exercisc to reconcile these into one reasonable allocation.
222 Apply Worksheets
The next step was to apply the workshecets to the EPAA and RAA development products. Following is a
discussion of the activities involved in applying the worksheets.
2221 Gather Source Material The worksheets contain questions which must be answered by ®
referencing the appropriate SBSDA documentation. Since the documentation was not structured D
]
according to 2167 guidclines, a mapping was needed to show which parts of which documents would be \g':
: . . . . . o
uscd with each worksheet. PAR assisted us in developing this mapping. :R;&;
=
2222 Metric Elecment Evaluation Packages To assist in gathering answers to the metric element “on
Ny
questions and information about the worksheets and the framework, a series of forms, collectively called :’_\'::
¢
the Metric Element Evaluation Package, was developed. A different package was produced for cach S‘;;;*‘
worksheet and for cach decision aid. Appendix D contains a sample of the forms contained in a package.
Fach package contained a series of instructions for applying the applicable worksheet. These t:t‘ <
2,
’
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instructions described how to document the answers to the metric clement questions, and how to capture
comments and criticisms about the metric clements, the criteria, and the procedures for measuring them.
The instructions also defined the documentation subsct which was to be used in answering questions on

the workshceet.

Each package contained a Metric Element Scoring Form. This form was used to capture the answers to
every worksheet question. In addition, the rationale for the answer and a list of documentation used to
arrive at the answer were entered on the form. This form was later used if any discrepancies were found,

or if answers to specific metric clements were questioned.

The primary mechanism for collecting information pertaining to the framework was the Metric Element
Evaluation Form. This form was completed for every metric element which an evaluator felt had
problems. This form captured information about the applicability of the metric clement, the phrasing

of the question, and the accuracy of the measurement and/or formula. The evaluators were encouraged to

enter textual comments expanding on any concerns they had with cach metric clement.

Finally, every package containcd a Workshecet Evaluation Form. This form was used to gather
evaluator feedback on the criteria which were measured by the worksheet. Each criterion was
cxamined for applicability to the present life cycle phase and the thoroughness with which this
worksheet measured the criterion. As with the other forms, there was a place to enter textual comments,

so the cvaluators could explain their rationale.

In addition to the instructions and forms, cach package contained the complete worksheet for the

applicable life cycle phasc.

2223 Answer Worksheet Questions EPAA was rated by one evaluator and RAA by two. Each
evaluator kept track of the time required to rescarch answers to the metric element questions and
complete the Metric Element Scoring Forms. Because the SBSDA documentation does not conform to 2167,
it was determined that these times were of little value as predictors of cffort required to use the
guidebooks in the "rcal world". They do, however, provide a useful means of viewing the relative effort

to apply each workshcet. Table 2.2.2 shows the time taken to apply each workshcet.
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Table 2.2.2 Time to Apply Worksheets

WORKSHEET | AVG. TIME TO NUMBEROF |
COMPLETE (HRS)| SAMPLES

0 25 3
16 3
| 2 17 2
i 3A 15 1
| 3B 4.5 PER UNIT 6
| 4A 10 6
4B 8 PER UNIT 6

\_ J

223 Score Factors
The last step in quality evaluation which we have performed to date is the scoring of the quality

factors. Performing the scoring revealed several problems with the guidebook which are detailed in
Section 3.

The scores for RAA functions are shown in Figures 2.2.3-1 and 2.2.3-2. The scores for EPAA functions are
shown in Figures 2.2.3-3 through 2.2.3-5.

EFFIC NTEG E.SURVNLE MMAINTVERFEXF‘ANFLEX INTER _PORT REUS
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Figure 2.2.3-1 RAA "Develop Apportionment Recommendations”
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Figure 2.2.3-2 RAA "Provide Rationale for Recommendations”

Factor Goals and Scores
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Figure 2.2.3-3 EPAA "Develop Knowledge" Factor Goals and Scores
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224 Analyze Scoring

This step is intended to view factor scores across software development phases and with the specified

factor goals. In cascs where scoring deficiencies exist, the reasons for those deficiencies are documented.

As discussed in Paragraph 3.3.4, criteria and factor scores cannot yet be compared across worksheets or

with specificd goals. Thercfore, until statistical validation has been completed, this step cannot be

performed. Aside from the Figures presented in the last paragraph, we performed no analysis of scores.

225 Recommend Corrective Action
This purpose of this step is to identify and document problems and recommendations based on the
analysis of quality factor goals and scores. As previously discussed, we do not believe that meaningful

conclusions can be drawn by comparing factor scores with specified goals. Thercfore, no problems were

identified or recommendations made to address SBSDA quality related issues. Paragraph 3.3.5 discusses

an alternative approach to utilize criteria scores in identifying potential problems.
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SECTION 3
FINDINGS AND RECOMMENDATIONS

This section presents our major findings and recommendations. It is organized into three main arcas.
Subscction 3.1 discusscs items which relate to the framework itself. Findings in this arca involve the
factors, criteria, and metrics, but not the procedures for specifying and cvaluating quality. Subsections
3.2 and 3.3 contain findings relating to guidcbooks 2 and 3, respectively. In particular, they discuss the
methodologies of quality specification and quality evaluation as defined by scction 4 of cach guidebook.
Therefore, it is desirable to relate individual findings to the relevant paragraphs in the guidebooks.
This has been accomplished by adopting an unusual numbering scheme for these subsections. For cach
paragraph in these subsections, removing the first two digits (i.c. 3.2 or 3.3) and replacing them with "4"
yiclds the corresponding paragraph number from either guidebook 2 or 3. To further aid in
cross-referencing our findings with the related text in the guidcbooks, the paragraph headings in this
report are the same as the paragraph titles in the guidebook.

31 SOFTWARE QUALITY FRAMEWORK

This subscction documents specific findings and recommendations regarding the elements of the software

quality framework.

311 ftware Quality Factor
The thirteen software quality factors represent a broad view of acquisition quality concerns. It is
important that these factors form a complete set of quality concerns, while avoiding areas which should

not be placed in the "quality” category.

The following paragraphs address our findings with regard to the factors. Each factor is defined along
with a list of its supporting critcria. Next, it is examined in terms of its relevance to the acquisition
process and in the applicability of the criteria which definc it. This discussion is not, for the most part,
concerned with the adequacy of metrics which define the criteria. This area is treated thoroughly in

paragraph 3.1.2.

3111 EFFICIENCY

This factor is defined as the relative extent to which system resources are utilized. Itis defined by the
criteria EFFECTIVENESS-COMMUNICATION, EFFECTIVENESS-PROCESSING, and
EFFECTIVENESS-STORAGE.
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FINDING:

This factor is not needed if the performance requirements are well stated. If performance requirements

are not adequately defined, specifying EFFICIENCY as a quality factor is a poor substitute. It is

possible that the potentially difficult job of defining performance requirements will be "hand-waved”

or avoided, since this quality requirement may be perceived to provide an alternative. This factor must
not be used as a substitute for thorough performance requirements. Further, quality factors are intended
to represent user-oriented quality concerns. Typically the user is not concerned with how efficient the
software is. Rather, the user wants to insurc that the system (hardware, software and operations) meets

his throughput requirements. EFFICIENCY docs not address these throughput requirements.

RECOMMENDATION:
Remove EFFICIENCY as a quality factor.

This will have little effect on the evaluation of cost and technical feasibility considerations with

respect to other factors. Currently, EFFICIENCY is seen to be in conflict with MAINTAINABILITY,
VERIFIABILITY, and PORTABILITY. The conflict is based on the assumption that, when efficiency is a
concern, the code will be optimized and, therefore be harder to maintain, test, and port. Also more
storage and processing resources are nceded when coding techniques are used to improve ANOMALY
MANAGEMENT, OPERABILITY, MODULARITY, ctc. of the software.

However, if EFFICIENCY is eliminated, the performance and throughput requirements will drive the
system cngincering exercise to budget system resources. The result will be that the system may or may
not require the "efficient” use of CPU, memory, or I/O resources. Criteria scores will reflect arcas where
specific steps taken to improve efficiency result in lower scores for other attributes. Developers must
account for the impact that this additional code will have on software performance. Ultimately,
software characteristics will be considered in the way that CPU and storage resources are budgeted
across CSCls, CSCs and units.

Also, climinating EFFICIENCY will simplify the quality specification process by reducing the effort
required in the evaluation of negative factor interrelationships. Currently, 36 individual negative
interrelationships are defined by the guidebook. With the removal of EFFICIENCY, 58% of these 3

relationships will be deleted, Icaving only 15 negative relationships to evaluate. Reducing the time

nceded for the SAM to perform quality specification will aid in the acceptance of the methodology by a:

the SAMs.

Currently, cost considerations of highly cfficient software are based primarily on negative interactions Y "E
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between EFFICIENCY and other factors. The elimination of EFFICIENCY simply means that cost
ramifications must reflect the difficulty of budgeting performance requirements. Developers & SAMs
need to be aware of the need for resources to solve the problems. Where resources are inadequate,
‘cfficient’ implementation is necessary. This costs more and can result in lower quality for other arcas.
Thus, trade-offs must be made in cases where system resources do not allow for the usc of less cfficient
coding techniques.

3112 INTEGRITY

This factor is defined as the extent to which the software will perform without unauthorized access to
code or data. It is defined by the criterion SYSTEM ACCESSIBILITY.

FINDING:

Neither the factor nor the criterion account for the existing DoD standard on secure systems. Developed
by the National Computer Security Center, the DoD Trusted Computer System Evaluation Criteria, or
DoD-STD-5200.28, provides the basis for testing the effectiveness of security controls, determining the

degree to which hardware and software integrity measures make a system suitable for the processing of
classified information [13).

RECOMMENDATION:

The factor should be removed from the framework. The integrity required of a software system
according to DoD-STD-5200.28 must be established through a careful examination of the data
sensitivity and user clearance levels which will be present on the system. This is then used to define the
degree of "trust” which must be present in the trusted computer base (TCB) of the system. The standard

provides explicit requirements which must be met for five distinct evaluation classcs.

The National Computer Security Center conducts an cvaluation program in which it works closely with
system vendors to certify their systems. In order that an application be considered secure, it must be

implemented on a system which has been certified at a level consistent with the application's risk

index.

Clearly, since this mechanism addresses both the specification and evaluation of computer security
requirements, it is not necessary for the software quality framework to include the INTEGRITY factor.
Any time an acquisition manager feels that INTEGRITY is of concern, he should pursuc the relevant DoD

standard rather than simply specify a quality factor.
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3113  RELIABILITY
This factor is defined as the extent to which the software will perform without failures during a

specified time period. It is defined by the criteria ACCURACY, ANOMALY MANAGEMENT, and
SIMPLICITY.

FINDING:

An important attribute of RELIABILITY is lacking. Although a comprehensive test program has a
strong positive effect on reliability, the criterion VISIBILITY, which measures the effectivencss of the
testing program, is not part of RELIABILITY. Thus, the framework docs not detect the negative impact

on software reliability when incffective testing is performed.

The criterion ACCURACY pertains to the software providing the required precision in calculations and
outputs. As such, this criterion more properly belongs with the factor CORRECTNESS, which has to do
with softwarc mecting its requirements. Software which does not mecet precision specifications can still

be very reliable.

RECOMMENDATION:
Add the criterion VISIBILITY to this factor. Remove the criterion ACCURACY from this factor.

3.1.14  SURVIVABILITY

This factor is defined as the extent to which critical software functions will be supported when a portion
of the system is inoperable. It is defined by the criteria ANOMALY MANAGEMENT, AUTONOMY,
DISTRIBUTEDNESS, RECONFIGURABILITY, and MODULARITY.

FINDING:

The criterion DISTRIBUTEDNESS is defined as those characteristics which determine the degree of
geographical or logical scparation of softwarc functions within a system. The guidebook suggests that
highly distributed systems arc more survivable. In fact, the way that the distributed architecture is
implemented can cither improve or detract from overall system survivability. The simple presence of a

distributed architecture does not, by itsclf, contribute to system survivability.

RECOMMENDATION:

Eliminate the criterion DISTRIBUTEDNESS. The factor SURVIVABILITY was added to the
framework as a result of a study of Software Quality Mcasurement for Distributed Systems [5). In fact,
the intent of DISTRIBUTEDNESS, the extent to which software functions are logically or
geographically separated, is implicitly measured by the criterion RECONFIGURABILITY. Also,



RECONFIGURABILITY addresses the ability of softwarce to bencefit from a distributed architecture, not E

simply the presence of one.

3.115 USABILITY
This factor is dcfined as the cffort required to use the software relative to the cffort required to
implement the software. It is defined by the criteria OPERABILITY and TRAINING.

FINDING: 3
USABILITY should represent some measure of ease of lcarning and use of a system with respect to the f}":

[ complexity of the functions provided. The cxisting formula, which relates casce of use to the cffort

required to develop the software scems off-base. L

Important aspects of USABILITY arc not currently measured. In particular, XEROX Palo Alto Rescarch
Center (PARC) has, over the last 10 ycars, performed a great deal of research on human engineering
issucs [14,15]. They found that the usability of a system could be greatly improved by making the user
commands orthogonal and modec-less. The results of their research can be scen in the current
implementations of the SMALLTALK-80 system, the Apple MACINTOSH [16), and other interfaces

which employ high resolution bit mapped displays, overlapping windows, and pull-down or pop-up
L3
menus.

The criterion TRAINING is defined as characteristics of software which provide transition from current
operation and initial familiarization. A training program is important, but is morc properly defined by
other system requirements. The adequacy of the training solution cannot be determined without an

understanding of the training problem.

RECOMMENDATION:

Reword the formula to relate effort to learn and use the software with either the complexity of functions e

being performed or the effort which would be required to perform those tasks without software

assistance.

Eliminate the criterion TRAINING. In the original framcwork study [2], the primary emphasis of

USABILITY was in casc of use rather than the cffort to lcarn, initially, how to usc the software system.

RA RN CORRECTNESS
This factor is defined as the extent to which the software mects its specifications and conforms to
standards. Itis defined by the criteria COMPLETENESS, CONSISTENCY, and TRACEABILITY.
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FINDING:

The criterion ACCURACY, which deals with the software meeting its requirements for precision, is not
an attributc of CORRECTNESS. Since this factor is concerned with software meeting requirements,
ACCURACY should be part of the measurement.

The criterion VISIBILITY is dcfined as those characteristics which provide status monitoring of the
development and operation. That is, this critcrion measures the quality of the testing approach. Since
thoroughly testing the software is an important part of insuring its correctness, this criterion should be
part of CORRECTNESS, but is not.

RECOMMENDATIONS:
Add the criteria ACCURACY and VISIBILITY to this factor.

31.1.7  MAINTAINABILITY
This factor is defined as the effort required to locate and correct software defects. It is defined by the
criteria CONSISTENCY, VISIBILITY, MODULARITY, SELF-DESCRIPTIVENESS, and SIMPLICITY.

This factor is appropriate to the acquisition process, and it is cffectively measured by its criteria.

3.1.1.8  VERIFIABILITY

This factor is defined as the cffort required to verify that the software meets its specifications, relative
to the cffort required to implement the software. Itis defined by the criteria VISIBILITY,
MODULARITY, SELF-DESCRIPTIVENESS, and SIMPLICITY.

FINDING:
As measured by worksheets 0, 1, and 2, this factor is not differentiated from the factor FLEXIBILITY.
Since very flexible software can actually be more difficult to verify, these factors should be

distinguished on all workshcets.

The formula defining this factor is stated in terms of effort to develop the software versus effort to
verify the software. Rather than "grade” the developer on how difficult or time-consuming it is to
verify the software, the factor should represent how thoroughly the software will be verified. This, in

turn, is partly a function of how verifiable cach requirement is.

RECOMMENDATION:
The criterion VISIBILITY differentiates the two factors VERIFIABILITY and FLEXIBILITY. Therefore,

I.

W

S0 'q.
s ‘..'

;{,’f s-'.:i.r
\10

-,

>
b9

Faby

‘.,.
WYY
p)

N

5
l.}‘J
,‘-:";

»
A ‘. l*,

»
v
LA

Y
»
o

§ g _n_»w
vasy

/,
\"'yja-s

ac

v £

R X
Tk
: P3rgd )

h

7 ot

O i g

Ny

S "'\s. VYA "‘\-.«.""\" A T TN T AL N T T N NN T ~ ~ y

c l" .&. ol J- :' «r'-r,_-’ vF J'..r " '-',-’._-r\.a‘.r AL NN NN -?\-l‘ J‘ -h.‘ ..’..
e e A ‘-C}- ~7 w. N ~."\ \"‘\"' Ny 's.’ ERSRRRLAL AN AN -\ SR YR TON

o '-:'.-"."'.-".nf‘ﬂ'\-"v“ .s\'.‘l"‘ﬁ L AL \.a.'\.\ (ol -.’.-,. S "'\"'-. o -&‘\ ot .f



these should be measured on worksheets 0, 1, and 2. DoD-STD-2167 requircs that the Software

Development Plan and System Segment Specification be included in the functional bascline. As such, }:to,:
these documents arc available for scoring with worksheet 0. Both documents address the testing ,;9 ;
program, therefore VISIBILITY can be measured as carly as worksheet 0. o \ E
&
Change the factor rating formula to stress the verifiability of the requirements and the resulting hoDO!
thoroughness of verification. RS
P
3119  EXPANDABILITY X “!'
This factor is defined as the effort required to increase software capabilitics or performance relative to .
the cffort required to implement the software. It is defined by the criteria AUGMENTABILITY, v.:'q.-}.;:
GENERALITY, VIRTUALITY, MODULARITY, SELF-DESCRIPTIVENESS, and SIMPLICITY. .;::;;“‘,g
FINDING: Yoty

Requirements to expand the system should be specificd in terms of functional and performance
requirements whenever possible. The probability of successfully augmenting software capabilitics is
much greater if this requirement is anticipated and planned for, than if it is simply included as a

quality requirement.

RECOMMENDATION:
Remove EXPANDABILITY as a quality factor. If this step is too radical, add a warning to the effect

that this factor must not be used as a substitute for thorough functional and performance requirements.

31110  ELEXIBILITY
This factor is defined as the effort required to change the software to mect different requirements. It is
defincd by the criteria GENERALITY, MODULARITY, SELF-DESCRIPTIVENESS, and SIMPLICITY.

FINDING:
As measured by worksheets 0, 1, and 2, this factor is not differentiated from the factor VERIFIABILITY.
Since very flexible software can actually be more difficult to verify, these factors should be

distinguished on all worksheets.

RECOMMENDATION:

‘t he criterion GENER. LITY differentiates these two factors. Thercfore, it should be measured on

worksheets 0, 1, and 2.
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3.1.1.11  INTEROPERABILITY

This factor is defined as the effort required to couple the software to the software of another system,

relative to the effort required to implement the original software. It is defined by the criteria
COMMONALITY, FUNCTIONAL OVERLAP, INDEPENDENCE, SYSTEM COMPAT'BILITY, and

MODULARITY.
FINDING:
This factor applies only if it is expected that the system will interface with other systems at some point WA '.:
in the future, but the characteristics of those systems are not known now. This is confirmed by the fact '::g(; ]
that INTEROPERABILITY is placed in the group of factors having to do with system adaptation rather tf::‘: )
than with the performance or design factors. DRl
B
If the specific characteristics of the interoperating systems are known, they will be reflected in E;&__} ¢
interface specifications. Since INTEROPERABILITY applies to interfaces with as yet unknown systems, \':;:E’*’-f
the characteristics of the interfaces are not yet known. The criteria COMMONALITY, FUNCTIONAL :*"-‘
OVERLAP, and SYSTEM COMPATIBILITY require that the characteristics of the interoperating -.-s. N
system(s) be known during requirements definition and software design. Therefore, these criteria are ;E::E :
unnecessary. E::E: :
axy
Confusion existed regarding this factor cven in the original framework study [2]. The criteria DATA ‘j:. "o
COMMONALITY and COMMUNICATIONS COMMONALITY were used to mcasurc the degrec to '.;:::::
which interface standards and protocols had been established and followed. This implics that EEE;EE
requirements exist to interface with somie known system. However, the cffect of poor ” ‘
INTEROPERABILITY, according to the study, was not seen as important until the transition phase of :\i.‘; Y
, the life cycle. This implies that requirements to interface with another system were added after the :E‘;E;': ':
: system was operational. E}_;Q:
ey

The remaining criteria, INDEPENDENCE and MODULARITY, do not adequatcly measure the relative AN
cffort of coupling the software with some as-yet unknown system. In fact, it is unlikely that any .

software attributes could adequately characterize this quality. -

.
1,
'.'.

g

~le

4,

RECOMMENDATION:

-
., 5, 4
.
R
v
-

Delete this factor. If this is too extreme, then the definition of this factor must be clarifiecd. Remove
the criteria COMMONALITY, FUNCTIONAL OVERLAP, and SYSTEM COMPATIBILITY from the
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definition of this factor. Explore additional criteria which might better characterize the cffort to
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couple the system with another, sometime in the future. N
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31112 PORTABILITY Q:;:’,;‘,-,
4, {
This factor is defined as the effort to transport the software to another environment, relative to the :2::0:::::2
cffort required to implement the original software. It is defined by the criteria INDEPENDENCE, -
“ NN i
MODULARITY, and SELF-DESCRIPTIVENESS. ‘c";:::::.
gt
o
':‘0':"0.'
FINDING: R
The criteria APPLICATION INDEPENDENCE and INDEPENDENCE are both relevant to this factor, -
2t
but only INDEPENDENCE is currently used in its definition. Itis not clear why APPLICATION r:.‘::::
0 N
INDEPENDENCE is not also used to measure this factor. o::::'".:.
e
A
RECOMMENDATION: i
Itis suggested that the criteria APPLICATION INDEPENDENCE and INDEPENDENCE be combined | ':::';:i':
(sce paragraph 3.1.2.3). , ..::":
o’::o" o
it
31113 REUSABILITY [
et
This factor is defined as the cffort required to reuse a component of the software in another application, ’ .:.::":.',
UMM
relative to the effort required to initially implement the software. It is defined by the criteria :':::"25"‘
W5 N
APPLICATION INDEPENDENCE, DOCUMENT ACCESSIBILITY, FUNCTIONAL SCOPE, & ".-:!::
GENERALITY, INDEPENDENCE, SYSTEM CLARITY, MODULARITY, SELF-DESCRIPTIVENESS, .
[y Y
and SIMPLICITY. i N
; P )
FINDING: g
The criteria APPLICATION INDEPENDENCE and INDEPENDENCE both apply to this factor, but ¥
e
these criteria measure very similar attributes. Two critcria are not necessary. 'b" ™ e
(% ¢ "
ik h{h:'.;
RECOMMENDATION: Iy
It is suggested that the criteria APPLICATION INDEPENDENCE and INDEPENDENCE be combined e
LR
(sce paragraph 3.1.2.3). Tl
NN
RO )
hANRANY
3.1.1.14  Other Candidate Factors With exceptions noted above, the framework is quite complete in :j"::-,fj-'.:f"
describing acquisition quality concerns. Only one additional factor is suggested, and even this one could 2
h \/
be seen to be an extension of RELIABILITY. We believe, however, that this factor is different enough &3"&
l.\
from RELIABILITY that it should stand alone. W&
:f:\'} oK ‘ g
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3.1.1.141 THINE
RELIABILITY is concerned with the likelihood of a failure - any failure. No consideration is given to

the consequences of the failure. D.L. Parnas, among others, has proposed that highly reliable software ;
might not be trustworthy [17]. This would be the case when a failure, even if very unlikely, could be AR
SOL0M

catastrophic. Software is said to be trustworthy when the probability of a catastrophic flaw is ;:‘:sfq;je;
(X fl;,'..‘

acceptably low. Nl

K N
(AN
OB

TRUSTWORTHINESS is particularly important in "high reliability” applications when human lives
are affected. Clearly, many C3 systems have the potential for catastrophic failure. Such systems are
candidates for TRUSTWORTHINESS mcasures rather than simple RELIABILITY measures.

This is an area with high potential payoffs. The state of the practice in software engineering is such
that TRUSTWORTHINESS is very difficult and cxpensive to verify with conventional testing
techniques - if it can be verified at all. Therefore, if adequate criteria and metrics can be defined for use
in the carly life cycle phases, it will be possible to more cost effectively improve software
TRUSTWORTHINESS.

312 Criteria and Mctrics
The thirteen quality factors are defined by twenty ninc quality criteria. These are software oriented

attributes which represent quality. Just as factors are defined largely by the criteria which comprise

-

xR
Feet = T 2

=t

-,

them, cach criterion, in turn, is defined by a sct of software metrics and metric elements. Over three

5 5cS

hundred metric elements are currently defined. These consist of questions on the worksheets, each of

Aoy
e
..

]

which mecasures some aspect of the software development products. These questions should be clearly

A o Y

-

stated, with a minimum of subjectivity. It is important that the criteria are clearly and completely

- 3 (B
b
-t
A
S
2]
-

S
s

defined by the metrics. Our findings address the way in which the criteria are defined by their metrics.

e
Ct oo

Figure 3.1.2 presents the relationships among factors and criteria in the revised framework.
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Figure 3.1.2 Revised Framework
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3121  ACCURACY ‘.';::;:a.:;;o'
This criterion is concerned with the precision of calculations and their results. | .::l:::t:i
)
. e
FINDING: ,:.:.o':,t,,
iy
The concepts of accuracy and precision are related but have distinctly different meanings, although they :':::;:::;,
SN NN
are used interchangeably in common English. In an cngineering sense, accuracy has to do with the amount :g:E:E:E:E:
of error in a result. Precision involves the amount of granularity with which the result is represented. e
Thus, a highly precise result can be inaccurate and vice versa. Although the name of this criterion is "::‘
ACCURACY, the definition uses the word "precision”. The metric clements used to measure this :::..:ﬁ':‘.‘
e
criterion measure both accuracy and precision. .'@:{?.
n'.}}_: ;
[
RECOMMENDATION: ':;‘. l:‘
|
Revise the definition of this criterion to more “accurately” reflect the contributions of both precision and 'Ei'.::ftt §
Wity
accuracy. Split the metric ACCURACY CHECKLIST to create a new metric to measure precision. ':::'5::::.'
1’0t
Measures of accuracy and precision should be distinguished. Accordingly, a new metric, PRECISION a
CHECKLIST, should be created from those metric elements in ACCURACY CHECKLIST which : ':' .::
-‘..

actually measure precision.

Add mectrics to worksheet 3A, 3B, 4A, and 4B for measuring AC.1, since the design has a strong etfect ~:.:§%x
upon both accuracy and precision. ::::'.t
it
DN,
3122 ANOMALY MANAGEMENT B
This criterion is concerned with continuity of operations and recovery from exceptional conditions. ' o::"; o
|‘l‘q t
FINDING: ":l‘.‘
Transaction loss and database corruption are important anomalies which are not addressed. In [ )
transaction processing systems, a failure might occur after a disk file has been updated but before the {?‘- ' :.‘\‘
updated index can be written. In such a case, the transaction must be rolled back to eliminate the };;:,\ '
inconsistency. i::'h ok
RECOMMENDATION: ::;:;,::’
Add new metrics to measure the use of transaction recovery mechanisms. Metrics should also be used to ;-;:E: ‘
measure the use of file analyzers which can identify, and perhaps correct, inconsistent conditions. A new ;Ef.;
metric, TRANSACTION RECOVERY, should be measured on all worksheets. A new metric, p -
DATABASE INTEGRITY, should be measurcd on all worksheets. :SE'*- o
ey
33 bx,.':: %:::
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3123  APPLICATION INDEPENDENCE
This criterion is concerned with the characteristics of independence of the software from specific DBMS,

microcode, computer architecture, and algorithms.

FINDING:
The metrics do not account for several important characteristics which relate to the independence of the
application software. The following arc important software characteristics which contribute strongly
to software independence:

* the use of a high order language

e use of a fourth generation language

* use of a portable operating system, e.g. UNIX

* use of a DBMS which is implemented on a variety of machines, e.g. ADABAS, ORACLE
Also, only very fine distinctions exist between this critcrion and INDEPENDENCE. Both criteria
should apply equally to the factors they support, i.e. INTEROPERABILITY, PORTABILITY, and
REUSABILITY.

RECOMMENDATION:
Add metrics to measure the use of the above characteristics. Also, combine this criterion with
INDEPENDENCE.

A new metric, IMPLEMENTATION LANGUAGE, should measure characteristics such as the
portability of the chosen language and the extent to which machine-specific language extentions have
been used. In addition, this metric should measure the extent to which fourth generation languages have
been used. This metric should be measured on all workshcets, since both standards and actual use can be

measured.

A new metric, OPERATING SYSTEM PORTABILITY, should measure the extent to which the operating
system used is portable across numerous computer systems, e.g. UNIX. It should also measure the extent
to which machine-specific features of such an operating system have been used. This metric should be

measured on all worksheets, since both standards and actual use can be measured.

A new metric, DBMS PORTABILITY, should measure the extent to which the DBMS used, if any, is
supported across a varicty of machines, c.g. ADABAS, ORACLE. This metric should be measured on all

worksheets, since both standards and actual use can be measured.
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3124 MENTABI N
The criterion AUGMENTABILITY is defined as thosc charactcristics which provide for expansion of :
capability for functions and data. ‘ N )
FINDING:
Both the criterion definition and the associated metrics are somewhat ambiguous. It is not clcar
whether they measure the utilization of resourccs as the system is currently configured, or based on the
maximum architectural limits of the systcm. In any casc, it is felt that the ability to expand the
functions and/or data of the software depends on many more characteristics than memory, CPU, or mass
storage limits. If a requirement cxists for the system to be expanded, then this requirement should be
specified in terms of increased capacity, performance, cte. If this is done, the need for this criterion and . 4
the associated factor EXPANDABILITY goes away.
RECOMMENDATIONS:
Remove this criterion, along with the factor EXPANDABILITY (see paragraph 3.1.1.9).
3125  AUTONOMY :
This criterion is concerned with the software non-dependency on interfaces and functions.
FINDING: !
Clearly, the SURVIVABILITY of a software system is affected to the extent that the system is
dependent on the correct functioning of external systems. However, this criterion measurcs the b
AUTONOMY of softwarc in inappropriate ways. It is not so important how much an interface is used or
how much code supports the interface, but rather how well the remaining software is isolated from this o
interface. A good way to accomplish this isolation is through laycring, as in the 7 layer standard for P
Open System Interconnection. The metric which asks if cach CPU has a separate power source may be E\'\\': -
relevant to AUTONOMY, but is not a software characteristic and does not belong in the framework. e
e
RECOMMENDATIONS: E:;;“
Metrics for this criterion should be changed considerably. Remove AU.2(1) from worksheet 0, which :E;‘_E"
asks about CPU power sources. Change other metrics to focus on the partitioning of the interface
software and the extent to which the remainder of the application depends on a proper interface(s). E:‘_E.l__::
RGASAN
. | NI
Add metrics to worksheets 3A, 3B, 4A, and 4B, since mecasurements taken from the design and code will :‘::::‘_.:
be much more indicative of rcal AUTONOMY than measurements taken from the functional description T
or preliminary design. ':\EEEE'_'.
e
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3126  COMMONALITY
This criterion is concerned with the use of interface standards which address protocols, data

representations, and routines.

FINDING:

In measuring the COMMONALITY which the software will have with other, interoperating systems,
this criterion misses the point. The more interfaces exist and the more these interfaces are used, the
lower the score will be. The metrics penalize for having and using interfaces, regardless of how common
the protocols and data formats are.

In any case, this criterion is only used with the factor INTEROPERABILITY, which we have
recommended be deleted. As mentioned previously, if concrete requirements exist to interface with
another system, then requirements and interface specifications must exist to support these interfaces, in

which case this criterion is not needed.

RECOMMENDATIONS:

Remove this criterion from the framework, along with the factor INTEROPERABILITY (see paragraph
311,

3127 COMPLETENESS
This criterion is concerned with those characteristics which indicate the required functions have been

fully impicmented.

FINDING:
COMPLETENESS is measured on worksheet 0, in part, by the number of problem reports to date. The
System/Software Requirements Analysis phasc is too carly to count software problem reports, which arc

typically not produced during requirements analysis.

RECOMMENDATION:

Delete the metric element CP.1(11) from this criterion on worksheet 0.

3128 CONSISTENCY

This criterion measures the extent to which uniform design techniques and notation are used.

FINDING:

This criterion was well measured on cach worksheet.
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3129  DISTRIBUTEDNESS i
LN
This criterion is concerned with the degree to which software functions are geographically or logically :'::'i'::s;:
separated in the system. "‘
Wt
FINDING: .:::‘::::!:‘
: DA
‘l"‘t"‘.
As discussed in paragraph 3.1.1.4, the degree of DISTRIBUTEDNESS does not necessarily relate to the '.:::::::::
LI |
SURVIVABILITY of a system. DO
e
RECOMMENDATIONS: ‘f‘"ﬁ 3
N &
Per the earlier recommendation, eliminate this criterion. sgz., vt
SR
%= 3
3.1210 DOCUMENT ACCESSIBILITY '.:::;:::,:
(R
This criterion measurcs characteristics which provide for easy access to software and selective usc of its :::::E::::'
AN
components. ' a::: .
Yy
FINDING: P
T
This criterion was well measured on cach workshecet. ) ;g‘::
_ S
) o"‘ﬂ;‘:?
3.1.211  EFFECTIVENESS-COMMUNICATIONS L
This criterion is concerned with the usage of communications resources in performing functions. _;;-,v N
¥ N
RN
FINDING: n &‘- \
it
This criterion supports only the factor EFFICIENCY, and we have recommended that EFFICIENCY be 2o i
i ooy
deleted (see paragraph 3.1.1.1). X ":
R
RECOMMENDATIONS: o
W
Delete this criterion. v . v
o
3.1.212  EFFECTIVENESS-PR SIN ;.;‘?_-:f!j
This criterion is concerned with the usage of processing resources in performing functions. ::;:::‘_'._“'-‘ )
e
o
FINDING: g
This criterion supports only the factor EFFICIENCY, and we have recommended that EFFICIENCY be ::3;;
deleted (sce paragraph 3.1.1.1). :f‘ ‘:
. A
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RECOMMENDATIONS:

Dclete this criterion.

31213 E IVE A

This criterion is concerned with the usage of storage resources in performing functions.

FINDING:
This criterion supports only the factor EFFICIENCY, and we have recommendced that EFFICIENCY be
deleted (sce paragraph 3.1.1.1).

RECOMMENDATIONS:

Delete this criterion.

31214  FUNCTIONAL OVERLAP
This criterion measures characteristics which provide common functions to more than one interoperating,

system.

FINDING:
This criterion supports only the factor INTEROPERABILITY, and we have recommended that
INTEROPERABILITY be deleted (see paragraph 3.1.1.11).

RECOMMENDATIONS:

Delete this criterion.

3.1.215  FUNCTIONAL PE
This criterion is concerned with characteristics which provide commonality of functions among

applications.

FINDING:
Moetrics for this criterion fail to measure the usc of some design techniques which would contribute to
high FUNC1IONAL SCOPE scores. Examples are the usc of a general query language rather than rigid,

fixed field queries and the usc of a report gencrator rather than fixed report formats.

Metric clements used on worksheets 3B and 4B are not adequate. The single metric clement used on 3B
asks il the unit performs a single function - a question which is also (appropriately) used with

modularity. Workshcet 4B adds another metric element which asks if a description of the unit's
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functions is in the comments. This attribute is covered in the criterion SELF-DESCRIPTIVENESS. bt
'fu'&eq'fte
Q‘G;I;f’o,l'
¢ “.i.n'i!t
RECOMMENDATIONS: e
Add metrics to measurc the usc of gencral report formatting and query facilitics. E:::%:E;:'::'
U
R
LN
Expand the metric elements on worksheets 3 and 4 to more thoroughly measure attributes which are :::‘-::'.s:-.
(KM NN
unique to this criterion. .
TN
b Yod!
S
3.12.16 GENERALITY oy ‘.'
This criterion measures measurcs characteristics which provide breadth to the functions performed with '5'::1. 3
A (3
respect to the application.
LN
R
FINDING: ‘:‘:;:;;n;.g
ek, ety ot
This critcrion is not measured by worksheets 0, 1, or 2. If GENERALITY is considered desirable, then the . .;‘.::::E:,
.0,'.01 o
carlier worksheets should measure attributes which can improve the GENERALITY of the software. 3
o
The metric element GE.1(1) on workshect 4A awards a better score to units which are called by a large ,.::.,'. "
number of other units. This is a poor measure of GENERALITY, since a unit which is called by only onc "".:'5
other unit might be very gencral, while one which is called by many other units might still be quite 8
application specific. hayane
ey
B
The metric clement GE.2(4) on workshect 4A awards a better score to units which are free from range -’5"‘: )
3 .
tests or reasonable tests. This might simply be an indication of a unit which does not protect itself well, . P
not necessarily an indication of GENERALITY. T
NS
BN
The usc of tools which can improve GENERALITY, such as data dictionarics is not measured. " !.';(": A
2 NOAS N
o
RECOMMENDATIONS: ;_w- N
Worksheets 0, 1, and 2 should be modified to include measures of GENERALITY. ‘l.":
s ]
: ‘!-.‘,
LNCR
Metrics should be added to account for the use of tools which can yield more gencral systems. ®
v
N
‘ Sy
; Delete metric clements GE.1(1) and GE.2(4) from workshect 4A. ',;.-:"E: \
o]
oS ‘
A
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31217  INDEPENDENCE

This criterion is concerned with characteristics which determine the non-dependency of the software on

the computing system, operating system, utilities, I/O routines and librarics.

FINDING:

Important characteristics of independence are not measured. For example, the choice of database
manager and communications protocols can influence INDEPENDENCE. Other items which can strongly
influence this attribute are the isolation of software to perform interprocess communication, task

synchronization, and input/output.
Also, no clear distinction can be made between this criterion and APPLICATION INDEPENDENCE.

RECOMMENDATION:
Add metrics to measure additional attributes which affect INDEPENDENCE. Combine this criterion
with APPLICATION INDEPENDENCE.

31218 MODULARITY

This criterion is concerned with characteristics which provide well structured, highly cohesive,

minimally coupled software.

FINDING:
It mecasures the characteristics of coupling and cohesion on workshects 0 through 4. These concepts only
have rclevance when used to characterize a physical design. They should not be applied to higher

levels of abstraction, i.c. functional descriptions of the software.

RECOMMENDATION:

Do not measure coupling and cohesion untii ihe preliminary design phase, worksheet 2.

3.1.219 QPERABILITY

This criterion is concerned with the usability of inputs and outputs to the software, as well as procedures

for operating the software.

FINDING:
The metrics on worksheets 3A and 4A for this criterion addresses the reporting of crrors. Several

important characteristics of OPERABILITY are ignored.
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RECOMMENDATIONS: R
Rt
Add metrics to worksheets 3A and 4A to measure such uscr interface characteristics as display clarity, ':::::9:;:!',
AANEMNA)
data input procedures, menu presentation, command lines, pointing device, blinking, highlighting, color, . ®
e
response time, and the use of indicator lights and audible alerts. N ::
)
o
' :"13,
31220 RECONFIGURABILITY Mt
This criterion is concerned with characteristics which provide for continuity of operations when one or ey
SR
more processors, storage units, or communication links fail. o ::':?.:::
LT WA ]
Wt
. l.:. ‘..:.';l
FINDING: et
This criterion can be strongly influenced by the use of fault tolerant architectures. No measurements are '_-
o
made to determine the cxtent of fault tolerance in the system or software design. Rty l’:ii
iy / y
N,
Metric clements on worksheet 2 are system-level questions and don't get down to the CSCI level of ;{; .l:":
design, as would be appropriate for this worksheet. ;F
Sy
A
This criterion is not measured at all on worksheets 3 or 4. N ‘:‘l :\
‘.
R,
RECOMMENDATION: &
. . A
Add metrics to this criterion which characterize the design of fault tolerance. J, .4::.*
At
o
. )
Change the character of the metric elements on worksheet 2 to focus more on the CSCI being measured .S:. A
%0t
rather than the overall system. . B
S W W
~ ‘,; :
Since RECONFIGURARBILITY is a key concept to SURVIVABILITY, this criterion should be measured }\&2 !
~ .
during the dctailed design and coding phases. Add metric clements to characterize the degree to which EQ‘&{ )
the design and implementation support RECONFIGURABILITY.
LNy
T
31221  SELF-DESCRIPTIVENESS P
AN
This criterion measures the characteristics which provide an explanation of the implementation of :":"Q-;
functions.
~ . ]
Novact
FINDING: RS
RN
The metric elements for this criterion address, on worksheets 0 and 1, the establishment of standards :::;:’__

aimed at commenting code. The SELF-DESCRIPTIVENESS of the detailed design is not measured.

£
L
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Worksheet 3B contains only one metric element which asks, essentially, if the unit adheres to the

standard. This single metric clement is not adequate for the detailed design phase. il

RECOMMENDATIONS: wh
Add metric elements to worksheets 0 and 1 to address standards for design represcntation, ¢.g. PDL. h‘

Add metric clements to worksheet 3B which measure the SELF-DESCRIPTIVENESS of the design in a

similar manner to the way that metric elements on worksheet 4B measure the code. G 3’y

S Pw
31222 SIMPLICITY SRy

This criterion is concerned with characteristics which provide for software implementation in the most s i
'l W L'
noncomplex and understandable manner. l'..l::‘l'.g'
t

o

6" v

FINDING: 5

This criterion scemed well measured.

31223  SYSTEM ACCESSIBILITY

This criterion is concerned with the control and audit of access to the software and data.

FINDING:
As discussed in paragraph 3.1.1.2, these characteristics are comprehensively treated in
DoD-STD-5200.28, the DoD Trusted Computer System Evaluation Criteria [13). The metrics which

define this criterion do not adequatcly reflect this government standard. v

LX)
L] ‘l
X
RECOMMENDATION: %\?’a’t §
i
This criterion should be removed from the framework, along with the factor INTEGRITY. m .
@
r':‘.’u, L4
31224  SYSTEM CLARITY \:._-:\i.‘-‘ -
. . . . S . s e . SN ot
This criterion is concerned with characteristics which provide for a clear description of program ;,\:_\}-._
.“'_'-.-.\.‘.
structure. .:_‘.:',:.::3
TN
FINDING: A
L. S
Several important characteristics are not currently measured. Worksheets 0, 1, and 2 are lacking in NASAIAY
Yo A A
metrics for this criterion. Metric elements on worksheet 0 ask if 1/0 has been isolated from computation. \:'.’_:-.:u
b ALl
This is generally too carly to answer such detailed questions.
]
A
A
]
Ny
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On worksheet 3B, the metric clements give low scores to units which reference data items, call other Q A
P. N
: units, or use DO/FOR loops. It would scem that all these constructs can be used in a clear manner - (:M X
s’ L]
probably much more clear than an alternative method which does not use them.
f ey
t h
': Metric clements ST.1(1) and ST.1(4) on worksheet 3B are redundant. I
‘
i U
' Metric elements on workshect 3B ask a number of questions about interfaces and data items, but the T
definition of these terms is not clear. By interface, the metric elements might mean the input and output AT,
A
. parameters used to call this unit plus the input and output parameters used when this unit calls ;'E:
0 ‘ '
v subordinate units plus all data exchanges with all other units through parameters, global data ‘,.,;"_’
) structures, and files. The meaning of "data items” is unclear, particularly in the case of data structurces. '3";
L Is an array to be considered as one item or many? Clearly, the scores depends heavily upon one's A
' P ]
A interpretation of these terms. »,.P'f\ "
» 2 '\N J
DAY,
: P
RECOMMENDATION: v !u
Add metrics to measure the use of structured programming practices, consistent calling conventions, and S. N
b consistent error processing procedures. Additional metrics should be added to workshects 0, 1, and 2 to ::‘.'.f_ |
3 support early detection of potential SYSTEM CLARITY problems. _\'_'.'.:-ﬁ.
WX
e
. Remove metric elements ST.1(4), ST.2(2), ST.2(3), and ST.2(4) from workshect 3B. il
L
SN
. ha,
B ;: <
' . . >
‘ Clarify the use of the terms "“interfaces” and "data items". b
Y i‘,{: g !
2 31225 SYSTEM COMPATIBILITY h _,:: \
A
) » This criterion measures characteristics which provide for hardware, software, and communications r'};
B s N
compatibility of two systems. .-g_-.;:
e
:
FINDING: SO0
This criterion supports only the factor INTEROPERABILITY, and we have recommendced that ::ﬂ:;:
’ "
INTEROPERABILITY be deleted (sec paragraph 3.1.1.11). LI
e
.0
RECOMMENDATIONS: PSRN
.
Delete this criterion. A
o
AN
31226 TRACEABILITY ™
This criterion concerns the characteristics of showing the allocation of requirements across several levels NN
W v
b e
5
43 f.‘_:f‘_-n
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of documentation, to the actual implementation (code).

) FINDING:
{:': Currently, TRACEABILITY is not measured on worksheet 0. Since 2167 requires that TRACEABILITY be
::n shown from the System/Segment Specification to the Software Requirements Specification,
:i' TRACEABILITY should be measured on worksheet 0.
: The metric elements do not measure both dimensions of TRACEABILITY. They shouid ask if:
; a. all high level requirements have been allocated down to detailed requirements
1’3 b. all detailed requirements trace back to high level requirements.

This is important in order to insure that all requirements are being addressed, and to flag any

requirements which “creep in" without actually satisfying systcm level requirements.

;

y RECOMMENDATION:

; Add metrics which measure TRACEABILITY to workshcet 0. Add complimentary metric elements to
: mcasure both dimensions of TRACEABILITY.

"

i 31227  TRAINING

This criterion is concerned with characteristics which provide a transition from current operation and

3 provide initial familiarization.

] FINDING:

. As discussed in paragraph 3.1.1.5, this criterion attempts to measure the cffectiveness of a training

: program which should be thoroughly addressed elsewhere in the system requirements. Further,

q TRAINING should not be a focus of USABILITY. Itis important how readily the software can be

» 3 learned, which is largely a function of the complexity of software functions and the clarity of the user

) interface. Thesc attributes are measured elsewhere. TRAINING is not necessary as a distinct criterion.
s RECOMMENDATIONS:

.:. Delcte this criterion.

l'

', 31228 VIRTUALITY

; : This criterion measures characteristics which allow the uscr to remain ignorant of the physical, logical,
. or topological details of the system.
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FINDING: .s;::i
T
This criterion supports only the factor EXPANDABILITY, and we have reccommended that \ ':%"
R
EXPANDABILITY be deleted (see paragraph 3.1.1.9). K
Wt
oy
RECOMMENDATIONS: i ':;’.:»:
U
Delete this criterion. .:3:::;:":
NN
31229  VISIBILITY
{08
This criterion concerns characteristics which provide status monitoring of the development, especially Y l:::
. ]
the testing program. / ',." :‘
FINDING: R
CATIAN
Visibility is not currently mcasured on worksheets 0, 1, or 2. Since DoD-STD-2167 requires that the :::::::::‘.:
OO
testing philosophy be addressed carly in the development - in the System/Segment Specification - this .:',g':..‘:::i
criterion should be measured early as well. ’
O
By the code and unit testing phase, the testing program should be fairly mature. Worksheets 4A and 4B ;::::3.::
'
place far too little ecmphasis on the specifics of the testing program this far into the development o:;:::::::
[N
process. 9
X*e. & h
RECOMMENDATION: R
‘
’ Add mctrics to measure visibility on worksheets 0, 1, and 2. Expand the metrics on worksheets 4A and o“‘.’ \ "
4B. = 2
¢ ‘.‘i:i:‘
3.2 SOFTWARE QUALITY SPECIFICATION 3 };ss;
W)
This subscction identifies specific findings and recommendations which relate to guidebook, Volume II - \ ":}:
»
Specification of Software Quality Attributes - Software Quality Specification Guidebook. In [ )
TR
particular, this subsection focuses on the methodology described by section 4 of the guidebook. *-::; o
&) N
s ln A Y
: . P DS
h 3.20 ftwar li ification Methodol 5:’_? i
, FINDING:
. When applying the methodology outside the life cycle context, the results of quality specification
) cannot be incorporated into the System/Segment Specification (SSS). Even when quality requirements

are documented in the SSS, many of the inputs to the specification process and rationale for choices

madec are not captured. A mechanism is needed to document the quality specification process, along with

.. 5 .
'y the intermediate results and final quality goals. z
! A
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RECOMMENDATION: @ ':
Add a report definition and instructions to guidcbook II for the purposc of capturing the above et
information. This report might be called the Software Quality Requirements Report (SQRR). A "';
1 proposed table of contents, which was used for RAA, is contained in Appendix E. "I",:‘.ﬁ.:!::
'o:"a':'b
.:t'c‘:tzi
3.2.1 lect an ] li ey
FINDING: Pty
gttt
: This paragraph is a good introduction to the following subparagraphs. :&?::‘é‘.:
. A
e
3211  Identify Functions (Step 1 X
FINDING: )

This paragraph describes the process of identifying the major system functions which arc supported by
softwarc. The procedures that are described do not consider the fact that the system has likely been
functionally decomposed already. In order to reduce the cffort of specifying and evaluating software

quality, it is important that quality requirements be developed for the same functional decomposition

used elsewhere in the specifications.

RECOMMENDATION:

This paragraph should stress the importance of using the same set of "major system functions” that are

used in the functional specification.

3212 Assi lity Factors an Is (St

FINDING:

This paragraph describes several activitics which should be performed to assign initial quality factor
goals. Throughout this discussion, the importance of cach factor is considered in terms of "excellent”,

“good”, "average”, and "N/A". This terminology is extremely subjective, and can mean different things

to diffcrent people.

This problem is compounded by the definitions of the thirteen quality factors. It is unlikely that the
person(s) following the procedures in the guidebook have a complete understanding of every quality
factor, or the ramifications of the various goal levels. Further, even two people who are well-versed in
the software quality framework and the methodology described in the guidebooks might not agree on
the distinctions between goal levels for any given factor. For example, what is the difference between a
system with excellent SURVIVABILITY .vs. good SURVIVABILITY?
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The process of establishing factor goals is too subjective and too dependent on terminology (factor and Qe
criteria definitions) which can casily be misinterpreted. .“&(“.‘

RECOMMENDATION: S
A less subjective method must be found to determine software quality goals. This procedure should have

greater repeatability than the present one. The proposed method would base factor goals on specific ot ohet.

o e e v o

quality related items, much like quality measurements arc bascd on specific software metrics. In fact,
+ NN
"acquisition metrics” could be developed which define the quality factors from a user's perspective, in P’

D s® e

A 3
the same way that the existing criteria and metrics define the factors from a software perspective (sce y ':%’
Fi 3.2.1.2-1). My

gure ) . Voot

3 &3ty 7

With this acquisition framework, the users and others involved in the software acquisition could answer "‘l:'.:\;

)

specific questions (metric elements). The answers would be used to compute criteria and factor goals. .'n:dﬁ' \

V These goals would then be examined for technical and cost feasibility, just as "Excellent”, "Good", and Pa
"Average" are. In order to be useful, these numeric goals must be normalized so they can be meaningfully

compared with measured factor scores. T '.‘\i

- This procedure would be much more objective than the current methodology, and would require little or W ,.R
no learning curve on the part of users who must respond to the quality requirements survey. An example -

‘ of acquisition criteria and metrics is shown in Figure 3.2.1.2-2. In this figure, three criteria are proposed ‘sg
) for the factor PORTABILITY. Onc of the acquisition criteria is further defined by three metrics. ;:'al o
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CRITERION CRITERION CRITERION
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ACQUISITION ACQUISITION ACQUISITION e
METRIC METRIC METRIC 3

Figure 3.2.1.2-1 Acquisition Hierarchy
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32121  Command and Control Quality Concerns
FINDING:

The process of accounting for Command and Control quality concerns is very general. The user is asked to

refer to a table for suggestions of which quality factors are “important” for various command and control
functions.

RECOMMENDATION:
More specific information is nceded. In addition to the table, this paragraph should describe important

quality considcrations with respect to this type of system. For cach factor, the text should discuss

which command and control functions might have a requircment for high quality and why.

3.21.22 System Quality Factors
FINDING:

This paragraph adequately describes the relationship between system and software quality factors.

3.21.23  Quality Requirements Survey

FINDING:

The survey instructions are too brief to adequatcly guide somcone who is unfamiliar with the RADC
software quality framework. Definitions of the quality factors are at a high level, and may not be
understood correctly. The meanings of "excellent”, "good”, and "average" are also open to

interpretation. Certainly, different people will interpret them differently.

As described, each respondent can choose his own sct of system functions. This will result in responses

which cannot be compared with one another, and which cannot be used casily to draw conclusions about
quality goals.

Finally, the text of this paragraph suggests that the respondents add an explanation of each entry in
the table. This "justification™ is very important in evaluating the responses, but the instructions do not
specifically ask for such a response.

RECOMMENDATION:
The instructions should be greatly expanded in order to better define the software quality factors and
the various goals. it would be especially uscful if a rich sct of examples were given to illustrate the

kinds of results which would be expected for excellent, good, and average levels of quality for cach

factor.
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This approach has the disadvantage that the survey would become much more demanding of the

respondent. Much time would be consumed lcarning about the quality factors and attempting to

"standardize” on the meanings of excellent, good, and average.

An alternative exists which would solve the problems of the current survey approach without this
additional time-consuming lcaming curve for the respondent. This approach involves the usc of the

"acquisition framework" (sce 3.2.1.2).

3.21.24 Complimentary Quality Factors
FINDING:

This paragraph suggests that scveral factor definitions are incomplete. If complimentary factors must

be specificd to produce “true indicators of the total quality present”, then it scerrs that a single factor

does not completcly define the desired quality. For example, a high REUSABILITY scorc alone does not

appear to mean that the software is indced highly reusable. The complimentary factors of
CORRECTNESS, MAINTAINABILITY and VERIFIABILITY must also reccive high scores. This is very

misleading, since cach factor should be completely defined by its criteria.

RECOMMENDATION:
Redefine the relationships between factors and criteria to climinate the need for complimentary factors.
1f software must be reliable, correct, maintainable, and verifiable in order to be considered reusable,

then the criteria for REUSABILITY should include all these attributes.

32125 Quality Goals Assignment
FINDING:

This paragraph discusses the initial assignment of quality goals based on command and control quality
concerns, system quality factors, quality requirements survey, and complimentary quality factors.
However, the example only shows where complimentary factor considerations modified the quality
survey results. No instructions are given regarding how to include the other arcas into the initial goal

determination.

RECOMMENDATION:

This paragraph should describe the process for considering all relevant details when making this
initial quality goals assignment. Earlier paragraphs result in specific quality factor considerations.
These should be captured in a tabluar format which represents all the information about a system
function in terms of command and control quality concerns, system quality factors, all quality

requirements survey responscs, and complimentary factors. The table can then be used to develop one
51
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goal for each factor. This approach brings together all information in one place. The table can be

supported with notes about trade-offs and decisions related to the asignment of quality goals.

3213 Consider Interrclationships (Step 3)

FINDING:
This paragraph is concerned with the technical feasibility of achieving the specified quality goals.
The title "Consider Interrelationships” focuses on how the feasibility is examined, rather than what is

being done.

The paragraph indicates that four areas are explored in accomplishing this step, corresponding with
the four subparagraphs (4.1.3.1 - 4.1.3.4). The first two items, shared criteria and beneficial and
adverse relationships, simply define concepts rather than describe steps to take. Actually, only

quantification of rclationships and review of quality goals represent actions.

RECOMMENDATION:
Rename this paragraph "Examine Technical Feasibility” to convey what is being explored.

This paragraph, and subparagraphs should be restructured to more clearly differentiate between

definitions and procedural steps.

3.2131 har riteri
FINDING:

This paragraph defines shared criteria in terms of cost savings to achicve and to measure such criteria.

The example and discussion of cost do not belong in this section.

This paragraph references Table 3.2-1, which requires the reader to Icaf back through the previous

section. This is not necessary since Table 4.1.3-1, on the next page, contains the same information.
RECOMMENDATION:
More detail could be provided to explain the technical ramifications of shared criteria. The example

and cost discussion should be moved to paragraph 4.1.4, Consider Costs.

Change the table reference to 4.1.3-1 so the reader can easily find the list of shared criteria.
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3.2.13.2 Beneficial and Adverse Relationships
FINDING:

This paragraph discusses the interrelationships among factors, both bencficial and adverse. The

paragraph is intended to provide background information, not to define steps of the methodology to be
followed.

RECOMMENDATIONS:

Add a statement to the effect that this paragraph presents background to enable the SAM to implement
later steps in the quality specification process.

3.213.3 Quantification of Relationships
FINDING:

This paragraph trcats a very complex subject with relatively little text. In general, more explanation

would help clarify the concepts as well as the process being described.

Terminology is inconsistent regarding shared criteria. This paragraph, as well as the tables which it
refercnces, use the term "common” rather than "shared" criteria. This is confusing, particularly after an

carlicr paragraph defined "shared” criteria, and never referred to "common” criteria.

The example chooses to ignore the effects of shared criteria when quantifying the relationships among
factors. This scems strange, particularly when the effects of shared criteria are shown in Table 4.1.3-2.
The example says only that this was done to "remain conscrvative when estimating positive effects”.

No guidance is given regarding when to include or exclude these cffects.

All positive factor interrelationships in Table 4.1.3-2 are shown to have an equal cffect: low. In fact,
the cffects of shared criteria should be much stronger than the effects of other, secondary relationships.
These positive, or cooperative relationships have to do with the case in achieving the desired factor
goals. Clearly, relationships which do not involve "essential characteristics” of two factors have a
small effect on achiceving the factor goals. Just the same, when factors share one or more criteria, the

cffect on cffort to achieve quality goals is much stronger.

In quantifying the relationships among factors, no attempt is madc to account for the importance (goal)
assigned to the factors. Certainly, the cffect of one factor on the others is greatest if the factor goal is

excellent. This paragraph treats all factors equally, whether the goal is "good™ or "excellent”.

As previously mentioned, the text does not adequately discuss how to use Tables 4.1.3-2 and 4.1.3-3 to
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quantify factor interrelationships. In addition, the tables themselves are difficult to usc, primarily due "l::‘l':'{

h :"" ":“
to the intra-table referencing. tartt
ARERE
The text mentions Table 2.2-2, which can be found only by lcafing through previous sections. This is not 5?::::'.::3:
!
at all necessary, since th. -1me information can be found in Tablc 4.1.34. s:l‘:c'.::‘::
el s,
R
RECOMMENDATION: "
Rewrite this paragraph to be more explanatory. Begin with a discussion of what is meant by ‘g.‘::'". :::’
quantification of relationships. Explain at a high level how the tables represent interactions between ke O:O e
C;:“l.:‘:-
factors numerically. Describe the procedure for using the tables to compute values representing :!.y::,qtg‘s'
intcrrelationships. Finally, explain how to enter the results into Table 4.1.34. \ ;.."s
LN A ‘;}
) o
Adopt a consistent terminology with respect to shared / common criteria. Use the same terminology in W
the text and the tables. bh.
: B
Clarify the role that shared criteria play in this procedure. If they are important, as they scem, then 'I:Q‘:.:"::::;
account for them in the example. If they should sometimes be ignored, explain when and why. '::“uﬂé:::
e
R
Alter Table 4.1.3-2 to emphasizce shared criteria more strongly than other, secondary relationships v _' '
"-':'»"-"-"‘
among factors. :’j;--\:,-
AT
,\"-\",."_FV..‘,\’Ql
. ) r A
Madify the procedure for quantifying cffects among factors to account for the effects of different factor Fatleth
goals. Factors with "excellent” goals will have stronger cffects than factors with just "average” goals. K »
Rl
s
Eliminate refercnces (sce 4, above) from Tables 4.1.3-2 and 4.1.3-3 to improve the usability of these :ﬁ:\a )
tables. 5.:."3?:
L)
NSO
Eliminate the reference, in the text, to Table 2.2-2. This can be replaced with a reference to Table e
..-._ "l.:..\ ‘
4.1.34. .f;:.f:.j
RS
32134 Revi ali 1
FINDING:
This paragraph explains how to modify the initial quality factor goals based on factor relationships.
The paragraph bricfly discusses some ramifications of conflicting relationships, but fails to explain how

the cooperative, or beneficial, relationships should be taken into account. Based on this paragraph, it is

not clear why it was necessary to quantify the cooperating relationships.
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The example provided by this paragraph indicates that, based on strong negative relationships, ;%; ,;
"achicving the initial sct of goals is not possible”. This rather strong statement is not well supported in M ::,h,‘
the text. It raises the question, how can one draw the line between impossible and merely difficult to ®

OO
.'&v. .i' "]

ku

achieve initial sets of quality goals? This paragraph docs not provide sufficient detail to answer such

e

questions. Y o

o

.M't-l':‘-'

RECOMMENDATION: A

)

Additional information should be provided to expand on the role of beneficial relationships among .':.“:’

Wy

factors. If initial quality goals are not adjusted based on the "positive totals” (sce Table 4.1.3-4 in ): ':::.’

Volume 1I) then the text should be modified to climinate the quantification of cooperative '. g:fx
relationships. . @
LT

It is likely that no clear line exists to distinguish technically difficult combinations of quality factor
goals from those which would be "impossible” to achicve. If that is the casc, then the example in this

paragraph should be toned down. if no firm guidelines are possible, then this paragraph should

i
cmphasize the correlation between large negative interrclationship totals and technical difficulty of h ‘:"‘:".:\:
achieving those goals. ,::‘:':‘::.‘
N
3.2.14 Consider Costs (Step 4) ARy

44

Since the SBSDA project was complete before our quality specification process began, we did not

T,
25

formally evaluate the cost feasibility of our quality goals. The following paragraphs provide findings 'I_\,
L .
and recommendations based on a review of these procedures. “\K":Q‘ )
R
32141 Life-Cycle Quality Costs and Benefits il
adn
FINDING: DA
This paragraph describes the life cycle cost ramifications of applying quality measurement technology b, :{ ‘_2_ )
to software development. The discussion is an important one, particularly for the SAM who must decide r,
2ty
if the additional effort involved in the methodology is warranted. However, this paragraph attempts “t: :.::
to quantify the cost cffects in terms of percentage of overall cost for each development phase. The arca :'}',- \
of cost impacts, at this time, scems better suited to a subjective discussion, since no basis exists to define oy ':
the relative cost impacts of cach factor to cach development phase. The text alludes to this subjectivity
, , . N RN
by saying, that "basclinc cost...reflects cost if the quality factor was not emphasized in the life cycle and j-;\-:‘ ,
RaRANY
only a nominal amount of quality was present.” The tables then suggest a range of cost variation, .f,,-."’,'s.”:
NSNS
expressed as a percentage, for each factor and for cach life cycle phase. It scems that this "baseline - ‘-::,
[

o)

cost" is highly variable. The cffects of quality specification and cvaluation could have a profound or

L "r 0\
minimal cffect on cost, depending on the existing development standards and common practices of the .’!'.\.‘
t
l%\s
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development team. '.‘1' o

Another concern with Table 4.1.4-1 is that no basis is identificd for the cost ranges. It is appears that e

these ranges represent subjective feelings about the relative costs rather than accurate quantitics, ?E
.

validated through experimentation.

Finally, the title of the paragraph, “Life-Cycle Quality Costs and Bencfits”, is less descriptive than it

might be of the actual paragraph contents. The paragraph doesn't really address life cycle quality .::;:::-:'_:
benefits. Instead, the paragraph explores the negative and positive cost impacts of the methodology. _, - i:rl
Hd
RECOMMENDATIONS: : ._
This paragraph prescnts good background on the cost implications of the methodology. The SAM must w' ..l‘::
consider this before specifying quality factors and requiring the developer to evaluate quality as 'i..:!"::::?
development proceeds. The discussion does not belong here, however. This paragraph more properly v :::‘,:'h
belongs in section 2, along with other material which describes the methodology. SR
e,
The magnitudes of cost impacts are important, but must be validated. Until this has been done, these ' .:':::::
numbers should be expressed simply as relative magnitudes, not as a percentage of overall development o '::"'o::
costs. The text should specifically indicate the limitations of the values pending further validation. \,r:_r;i; A
AR
In order to be more indicative of the paragraph contents, the title should be changed to "Life-Cycle ';'E:}.ﬁ \
Quality Cost Implications”. gg}é
32142 Cost Variation Estimates %. o k
FINDING: by .'*-.' \
This paragraph uses information contained in the previous paragraph to cstimate the cost impact for E: ) ‘:.} :
cach quality factor across the software development life cycle. The discussion is useful in the sense that m ."
it provides an overview of how costs may increase and decrease as a result of using the methodology. As 2E$~ ”‘;J
mentioned above, until these numbers have been validated it is risky to use them in estimating actual ;:ﬁ%t‘_':‘
impacts. :-':& u:-::j
]
RECOMMENDATIONS: E-t-; o
Until these cost effects have been validated, they should not be applied by the SAM to estimate the :E}_:::::‘
cost effects on a specific project. This discussion should be moved along with the previous paragraph to ;ﬁ'_f ¥

section 2. It should also be toned down in order to emphasize that the numbers represent potential

magnitudes at present, not actual percentages.
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3.2143 Cost Effects of Factor Interrclationships :-\'.:\'_f
A
Y
FINDING: FAY
Ay,
This paragraph discusses the cost effects of negative and positive factor interrelationships. Once again,
. L . . : P
the discussion is useful in demonstrating to the SAM how the components of the framework can interact -‘% ::.
» .
and how they may impact the cost of software development. However, as discussed above, no evidence ::" o
A
has been given that these effects have been validated. It is of questionable value to accomodate the v
e e Db
effects of factor interrelationships until a more sound basis has been demonstrated for the numbers.
IACAN
S
o
This paragraph contains a bricf mention of complimentary factors. [t indicates that, unless the ’ .::; n
appropriatc complimentary factors have been specified, the negative cost effects will be greater than :'-':.'-::'\-

| ]
'

shown here. While that is likely, it provides additional evidence that factor complimentarity should

be eliminatcd (see paragraph 3.2.1.2.4).

RECOMMENDATIONS: KRy

This discussion also should be moved to section 2. In addition, the text should be made less definite.

;.‘

%

“y
s
T

Until validation has been performed, this paragraph should simply describe these as relative effects.
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3.2144 Review of Quality Goals
FINDING.:

i

This paragraph discusscs two scparate topics: modifying factor goals based on cost considerations, and AN
et

expressing factor goals in numerical terms. 1t scems odd to combine these two topics into a single '_;‘;;
e

aragraph. IR
paragrap AN

In discussing numcrical values for factor goals, the paragraph does well to mention the lack of industry
standards and the need to use judgement. However, little help is provided to the SAM in knowing what
values or ranges might be appropriate in various circumstances. The paragraph lacks detail about the

alternatives and the accompanying rationale.

RECOMMENDATIONS:

It has been previously recommended that the discussion of cost effects be moved to section 2. If that is

done, the paragraph which describes adjusting factor goals based on cost considerations should be moved

TIANR
. . . . . . LGS
as well. This paragraph should once again emphasize the present, subjective nature of these cost NN
iderati T
considerations, AR
T
SRS
a® . v
The remaining, discussion regarding quantification of factor goals should be put into a scparate
\d
. , - : . o,
paragraph. In keeping with the existing numbering convention, the new paragraph should be ’ "-'Q:,,.
RN
N e
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; 1
. 4.1.5 Establish Numeric Factor Goals. This paragraph should be expanded to include a discussion of ::::"n:'
3. \ { )
R various alternatives for quantification. How do various applications affcct the choice of goals? ':E;,:.,,:
(K
Perhaps the goals should remain fixed until more empirical evidence has been gathered to support ®
;n T Ay
: various ranges for different applications. > .3
ey
| i
I 322 lect an ify Quality Criteria f'-'; » X
Q AN Y]
) FINDING:
W ]
;: This paragraph introduces the section on specifying quality criteria. It refers to three procedures, called ;‘\ ::z
) )
Step 1, Step 2, and Step 3, but fails to label cach step as was done in paragraph 4.1. Also, less -Eh'\v .l"
information is given about these steps than was provided in paragraph 4.1. Finally, the term "sclect” in '.,r" .::“
the paragraph title is not particularly applicable. ;
o
) t".:‘v'
RECOMMENDATION: tg '..:2
gt
Add the step number to the names of the three steps for clarity. Expand the discussion which introduces .:::":::
ROAG
the purpose of cach step. Change the paragraph title to "Identify and Specify Quality Criteria™. »
'
. g';‘
3221 Sclect Criteria (Step 1) :3’,"‘ '::
FINDING: %«.,
The name of this step is somewhat misleading, since criteria are not being sclected, per sé. Rather, as i 1
the text indicates, criteria are identified which are attributes of the factors for which goals were ':?:,,
0
established. B
e,
e
RECOMMENDATION: K 3

%

Rename this step “Identify Criteria (Step 1)"

03
¥
Xg

2
B

3222 Assign Weighting Formulas (Step 2

FINDING: )
This paragraph defines the purpose of and procedures for establishing criteria weighting formulas. :::'."-
K4

Although the example hints at i, the text does not clearly explain that one set of these formulas is

RN
;)' oo r

needed for cach system function.

The formulas described by this paragraph, particularly in Table 4.2-1, arc not dircctly uscable for Mot
calculating factor scores from the worksheets. This is because the formulas allow for all criteria to it
reccive a weighiing. In reality, however, no worksheet measures all criteria. Further, tailoring could v
result in the elimination of criteria. The result is that these "idcal” formulas must be modified for use B

. v
with cach worksheet. \':\\:.\
A

~! ‘\' \. \' bt - " - ~I ~I “
AR
Al x"‘*_s Tttt




Aside from the example in the text, no help is given to identify “typical” examples of emphasizing or
de-emphasizing criteria. This procedurc can have a significant cffect on factor scoring, and descrves

more attention.

RECOMMENDATION:
The paragraph should more clearly explain the relationship between the weighting formulas, factors,

worksheets, and system functions. A diagram would be helpful to illustrate the concepts.

After developing the "ideal” weighting formulas for cach system function, a step is needed to transform
these formulas for use with cach workshect. The procedure is not difficult, and involves adjusting the
formula for each factor which has one or more criteria that are not measured by a particular workshect.
A serics of blank forms (one per worksheet) could be provided which explicitly “zero out” the
appropriate criteria. A coefficien. could then be supplied with which to adjust the remaining entrics,
for each formula. Perhaps this translation could be made in conjuction with the quality cvaluation

procedure, and described in Volume 111 (sce paragraph 3.3.3.1).

Decimal weighting coefficients are difficult to work with. For example, if a factor such as
REUSABILITY is comprised of 9 criteria which are all weighted equally, the correct weighting is
.1111111... This number cannot be exactly represented by a decimal, but can be represented by the fraction
1/9. The problem with decimal fractions is compounded if, for example, one of the criteria is to be
slightly emphasized, while the remaining 8 remain equally weighted. This can be solved by the use of
fractional cocfficicnts, where the denominator represents the total "points” for all criteria (not
necessarily 10). The numerator represents the portion of the total "points” allocated to any one criterion.
This would avoid instances where particular (decimal) cocfficients are chosen in weighting formulas
because they are convenient, not necessarily because they represent the desired relationship among
criteria. In other cases, decimal weighting cocfficients are casier to specify. The text should provide
cxamples of both, and the SAM can choose which approach best suits his needs.

Finally, more detail should be given regarding when to emphasize or de-emphasize a criterion. Each
criterion could be discussed, along with "typical” scenarios which might require other than an average
weighting. The example only discusses two factors rather than presenting a general discussion of all

factors and criteria.

3.2.2.3 Consider Interrelationships (Step 3)
FINDING:

This paragraph describes an example of adjusting the criteria weighting formulas based on positive and

59

ARSI RS
oy e VOASAIA LR CLLR Lot g
LA NN A P, ,.t



.v it T R U AN U N Es T IS U RN R AR T T TR ..‘...."‘:::.:::::'t
negative relationships between criteria. Although a good example is shown, no real procedure for
making this analysis is given. Also, the text does not explain what adjustments might be appropriate
duce to positive relationships.
B
RECOMMENDATION: 5::?.:‘:&2
Much more explanation is nceded in this paragraph to support this procedure. Specific steps should be ::':E::E::‘,:,
described, along with forms and examples to support the text. I
:l":lf:'::i
Once again, something must be said about the guantitative effects of positive relationships among 1'6.:::: ':
criteria. If there are no quantitative effects, then the discussion of positive interrelationships should be gs:-;::g
removed from the guidebooks. . @
o
323 Sclect and Qualify Metrics SR
FI {DING: :'::‘:::::':
This paragraph describes procedures for identifying specific metrics and metric elements for use during e )
the quality evaluation process. Not enough information is provided to explain why this process is \'f'
necessary. Since the procedure consists of eliminating individual metrics and metric clements from
consideration, use of the word "sclect” in the title of this paragraph is not appropriate. ﬁ
h, g
RECOMMENDATION: W ..:c ' A
Add several statements, and perhaps an example, to explain why this is an important step in the ! s , > .'2
quality specification process. Also, change the paragraph title to "Eliminate Metrics from E;"* 4
Consideration”. y
RSN
3.231 Identify Metrics (Step 1) &f: &
FINDING: .’:?E ?‘»ﬁ?:
This paragraph explains the process of identifying all metrics to be measured, based on criteria which & e
have been given a non-zero weighting. Metrics will, in general, be measured for the entire system - not _ ‘ .".;:
for once function at a time. Therefore, this sclection process must account for the factors and criteria ’ "é': ":'Q?
which will be measured for all system functions. As written, the text only mentions one example ?- é:q‘
function, and does not explain the relationship of metrics to all system functions. This could be very e
misleading,. E;_;EE:..:::O'
A SRS
RECOMMENDATION: r?.':‘.
Add a paragraph which explains the details of metric selection for the entire system rather than for a "
singJe function. @." tf
N
w N
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*’2‘ 3232 lect and Qualify Metric Elemen 2 w

L] () '
o FINDING: :

A This paragraph describes the process for eliminating certain metric elements from consideration. As

LMY
:5:: such, the title "Sclect...” is somewhat misleading.

o‘
o
et
c::: This paragraph contains a lengthy example, but far too little explanation of the process involved in
- eliminating metric elements. The ramifications for the quality evaluation phase are not well
""‘ .
3:; explained.
i
bl
;34 With such a large number of metric clements (over 300), knowing which ought to be climinated presents
a special problem. The text provides no good guidclines for efficiently performing this step.

ot
0
:::: Finally, it is difficult, at best, to cffectively climinate metric elements for the entire development life

"
:};' cycle. At the concept definition phase, it is impossible to forsee the design decisions which will be made
later. Without a good understanding of the design of the system, it is impossible to effectively

o
" climinate unnecessary or irrclevant metric clements.
)
a0
&
! RECOMMENDATION:
” The primary activity which is performed for this step is the elimination, rather than the sclection, of
i)
:::' metric elements. Accordingly, the paragraph title should be changed to "Eliminate Unnecessary Metric
)
,‘:l: Elements".
A
e
n The discussion of what is being done and why should be expanded. 1t should be explicitly explained
;o";‘ that eliminating metric clements will avoid scoring biases later, when N/ A scores can affect overall
ot
:::: factor scores. It should be reiterated that this process is performed once for the entire system, not once
Ll
'::; per function.

To assist in identifying candidates for climination, "typical” categories could be provided, along with

2
1" the metric clements which "belong” to each category. The system in question is then considered with
;: respect to cach category. Foi each, if the system does not "fit” the category, all associated metric

a clements can be eliminated. Sample catcgories might be hard real-time systems, mainframe bascd

:a : systems, micro-based systems, databasc intensive systems, and systems which communicate with other,
ﬁ ] external systems. Further, if the "acquisition hierarchy” concept is adopted (sce paragraph 3.2.1.2) the

" acquisition metrics could be related, through tables, with the existing metrics. These relationships

could then be used to tailor the metrics based on the scores for important and unimportant acquisition

concems.

61

8'.‘

"|.llﬂ AR U500 L VU T N S VL A P I T T TR -
3058 () v f‘p“}.’.} w‘%. ‘\\\-g\\-_‘_-_\1\ﬂ\-\1.\—\-\q\-__-\~ MmN g - .o
::;:::%':. ':::: WY t&,"’:‘,: “': .’t Jﬁ::‘::. 'r-: E" " q.‘;\.’-n,j E-_i,-;‘h;..-)'._-.._-:‘.‘:\.'.'_.n;\.- .-\‘.:.-:-' :f:-‘:e‘:.p:.f.\‘.h‘:a{_,:_.
y d b “~ b e LS N Vol T L R T N -'.\'.\ - w -, -l’*\J_-( L
e el o PR sy h & e N N N

i TN mAT KNI, 1o IV S S T O N N N N I A A A AT T A



Codat iy Tt W g ath g RN RGN AT Op ol g S0 et Yol ol gl wad Vet 4P ialoty '|'“!':.l*.0*.l Vo 8Ye A%e. 808", '!.I".'Q' 00,8 ¢4 0B b’ ’c‘..o'..-

TIES,

R
o ]

T el Y

| . - e

"X

..'.:' "
n':'c':':
l.,.:'?.:‘
3
i
. . . . . . . 'I‘:'l‘t
It is impractical to eliminate metric elements from the coding phase up front, during concept definition. a.',: .
()
Thercfore, this step should be described as an iterative one. The guidcbook should allow the acquisition < ,o:::e
ANV
manager to eliminate metric elements just prior to the application of the workshects for a given phase. -
RN
Wint
et
3.24 Assess Compliance with Requirements ":n:::f.'
. Co . . . ) N
This paragraph introduces the activities involved in assessing softwarc quality results against ::o:::n:
DN
specifications at each life cycle phase. The following subparagraphs make up the process:
wh
e
3241 Review Requirements Allocations and Evaluation Formulas .:C'\}
FINDING: ab
A AN ]
This paragraph is a good description of the review process. It appears to provide a complete overview &
of the activity. o ‘.‘o';“
¥ '!.g‘l
|‘\:l::°4
. I:‘ Cip'i
3.242 Review Factor Scores AT
Dol
FINDING: g
This paragraph describes scveral activities involved in analyzing factor scores. First, it should be 05::5'.'
XX
stressed that variations in scores across software entities (CSCls, CSCs, units) should be explored, and (:::::.t
. - —_ . . . ey
this type of analysis is very uscful. The developer and the acquisition manager can identify certain :::E::::‘:
problems carly with this approach. The other analyses described here, however, are not particularly o
. - . - - . . LN
helpful without a statistically valid method for normalizing the scores. Specifically, no basis exists to ".:,:..
O
meaningfully compare factor goals with achieved scores. The same problem exists with comparing '-»\' 3
e,
scores across worksheets. The text does not indicate what would be considered “acceptable variations” \\" :‘l
Bl
in scores and, indeed, no good definition can be proposed without a basis for normalizing factor scores. i i
TR
0
0
The text states that "scoring should show an upward trend over development cycle”. This seems :‘\ )
L) §
incorrect for two reasons. First, as mentioned above, no basis cxists currently for comparing scores across ‘ * N
worksheets. We have no way to know that identical scores on successive worksheets represent equal ®
quality levels. Second, even if we had normalized scores to work with, it is not always the case that ,\u “
scores ought to improve over the course of the development. If the scores on workshect 0 arc all at an ; (‘:}y’\f;}'ﬂ :
acceptable level, then they should not improve on the subscquent worksheets. To do so would represent ‘E ' \
an incfficient use of project resources. “Better is the enemy of good enough...” v ".'l
e
o
RECOMMENDATIONS: .C:.
L) )
- . . C ‘e . N Ly
T'he very useful aspect of evaluating scoring variations across software entities on a particular .A:',;_;‘n‘-
workshcet should receive more emphasis. All other comparisons of scoring should be climinated until
morc statistical validation has been performed. RS
ATy,
® ?
W'
-
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et 3243  Review Criteria Scores :::: Y
W Y,
o FINDING: SR
Satat
o This paragraph appropriatcly stresses the benefits of reviewing variations of criteria scores across [
0, L
:::: software cntitics. No changces are needed here. :::::::
J W
KNS i
) el
N 3.24.4 Review Metric Scores ' 'c'.:r
o i's,
o FINDING:
¢ . . . , . , A
a: This paragraph, like the paragraph abovc, properly discusses the benefit of reviewing metric scores for ::ﬁ::;'
ML
::',: variations. However, the paragraph suggests that, if a metric has a constant score (due, for instance, to |':::!'.
[ it
o a compiler characteristic) that the metric be dropped. Similarly, if a metric has a consistently high :',::"::
" score due, perhaps, to "good development practices by the contractor”, that metric also should be R ;
B 4 9%
“« omitted from scoring calculations. It appears that, in the interest of avoiding perceived scoring biascs, :::E:::
i [
;:: the text is suggesting that steps be taken to inject negative biases into the scoring. The rationale for this ::»:;‘;
U Ul
b is not at all clear. .'n:.‘:
l’ The paragraph contains a good wrap-up describing the beneficial visibility which scoring reviews "‘ .
pC *
:’ provide. By ‘?i
A $ " 4
B
RECOMMENDATIONS: L
'.: Rather than dropping such "constant” or “consistently high scoring” metrics (and lowering the scores as :.‘:'*
N \ a result), it scems proper that the scores reflect such beneficial effects on software quality. These :-":
e portions of the text should be deleted. "
‘0"';‘ \ \
" 32.A Appendix A - Mctric Worksheets SR
Y . et
‘> g FINDING: Reeh!
‘!{ This Appendix contains no information. ‘t W
[l .
P P
IR RECOMMENDATION: N
I o
"j'\'.: Dclete this appendix from Volume 1. Insure that all references to this appendix are changed to refer to A
o Volume 111 S
[ )
S8 ] TR
o 32.8 Appendix B - Factor Scoresh §£
‘ e
0y FINDING: E .
J
o This Appendix contains no information. o
! L L
S\
) SS.!H
W W,
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RECOMMENDATION:

Delcte this appendix from Volume II. Insure that all references to this appendix are changed to refer to
Volume 111

32C Appendix C - Softw. uali luation Repor

FINDING:

This rcport is produced during the quality evaluation process, not as a result of quality specification

activities. Therefore it should not appear in Volume Il.

RECOMMENDATION:
Delete this appendix from Volume 1. Insure that all references to this appendix are changed to refer to

Volume 111

33 SOFTWARE QUALITY EVALUATION

This subscction identifies specific findings and recommendations which relate to guidebook volume I -
Specifications of Software Quality Attributes - Software Quality Evaluation Guidebook. In particular,
this subscction focuses on the methodology described by section 4 of the guidcbook.

330 ftwar lity Evaluation Meth
FINDING:
This introduction to quality evaluation is generally complete and useful. The only difficulty might

arisc from its length (5 pages).

RECOMMENDATIONS:

Partition this paragraph into a more granular structure with subparagraph numbers and titles.

3.3.1
FINDING:

This paragraph discusses the procedures for weighting CSCl scores in the calculation of factor scores for

Identify Allocation Relationships

cach system function. No figures or tables are presented to assist with understanding this complex
subject. Further, the process, as described, does not work in practice. This is because factor scores cannot
be readily calculated for a CSCI which has quality requirements allocated from multiple system
functions. Each system function might have a different criteria weighting formula. Which formula
would be used, then, to calculate factor scores for the CSCI? The text does not address this complication.

For further discussion of the overall scoring issucs, see paragraph 3.3.1.
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RECOMMENDATIONS:

This paragraph should provide more detail to assist with deriving allocation relationships and

corresponding matrices. In particular, scveral examples should be given, along with accompanying,
tables. The simple case of one system function and one CSCI should be explored first. This should be
followed with an example of one system function and multiple CSCls. The next example should discuss
multiple functions (2 or more) and a single CSCI. Finally, a complex example should be explained with
multiple system functions and multiple CSCls. Each function should have quality requirements
allocated to each CSCI. Such a progression of examples will help the SAM to appreciate the

complexity of this allocation process, and will prepare him for the task of scoring.

332 Apply Workshcets
This paragraph provides a good introduction into the steps involved in applying the worksheets to

products of softwarce development.

3.3.21 Prepare Workshecets (Step 1

FINDING:

This paragraph explains the process of preparing the worksheets for each phase of software
development. In general, this process is straightforward. The only special case is test and integration,
and the text lacks adequate detail here. The rather cursory explanation of how to prepare worksheets

for these phases is not adequatce to guide the developer through the process.

The text explains that the system level specification will contain details about the use of factors,

criteria and metrics for cach system function. This is partly true, but the relevant data item description
(DID-CM AN-80008) does not require that critcria and metrics be defined in this document. This leaves
the developer, with guidance from the SAM, to tailor the worksheets. This tailoring will, of course,
have a significant cffect on the quality scores. Since these scores can be contractually binding, it is felt
that the SAM, and not the devcloper, should have the final decision on this tailoring. Guidance is
lacking regarding cxactly how to accomplish this tailoring. How is it determined that questions are
unnceded?

Finally, the text directs that a scparate worksheet 0 be used for cach system function. This seems to be
unnecessary, and a poor usce of resources. Instead, a single worksheet can be used for the entire system,

and once set of criteria scores developed. Separate factor scoring can then be performed for cach system

function, using the criteria weighting unique to cach function.
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! RECOMMENDATIONS: e
g
,,; The text should be modified to separately address worksheets and tailoring procedures for each phase ¢ ".‘;
\J M)
- of the software life cycle. Special emphasis should be placed on the test and integration phases.
cy: peci p P cgr P T
: s
Ve N
¢ Additional assistance in tailoring the worksheets should be provided. Indicatc that this tailoring must e ":i
it
‘:: be approved by the SAM. Discuss the role which the quality surveys and the acquisition hicrarchy can ,:,.::;2
M
t play in selecting important metrics. Change the diuscussion of the system specification document to more
LK
" properly reflect its emphasis on factors rather than criteria and metrics. g‘.’,é:'::
0
y 'll‘.’ 2":‘
[\
‘.‘: Modify the approach to workshect 0, such that the software development products only need to be .“':“'
7 ke
cvaluated one time, and only onc worksheet 0 need be completed. Establish scoring procedures to produce &
‘ L] ‘ .2
- scparate factor scores for cach system function. ::::::::
t
:n ':':':2:
it .g:l:.°|
N 3322  Gather Source Material (Step 2 N
; AuA)
“ FINDING: y |
. . . . L =
h This paragraph adequately describes the process of gathering the required source material, prior to q':.::..
" completing a worksheet. Mcre attention could be given, however, to the implications of working with ::::::!:
.’ )
. specifications which do not follow DoD-STD-2167. R0
39,00
v, D ]
oS!
’ 3323 Answer Worksh uestion Wyt
FINDING: dtaly
i This paragraph describes the process of answering the worksheet questions. The underlying principle j
by must be to produce unbiased, reproducible results. Many factors affect this; Following are several issucs "‘§
& with the text. Bt
Y ‘:.. .,
4
! Quustions are organized strictly alphabetically. Although the text indicates that it should be "simple” :i:‘
b "
i for pcople familiar with the documentation scheme to find answers to the questions, that was not our e
. experience. Itis quite difficult to corrclate the questions with the proper source material. _:?_::'
T
~ e
Q The examples and glossary contained in the worksheets are often inadequate to determine the precise .-:;-?{:-(
S intent of the question. This has obvious impacts on the repeatability of scores. The situation is Ay
' compounded duc to the varicd backgrounds of reviewers. A ..:‘
i' [ Bl
§ A
h i
N Although the text encourages the reviewer to note relevant comments, including the source material used &_ i
) ity
x in answering questions, the workshcets provide no place to capture such information. .
- e
1 "n:‘:.
: e
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OO
It was often difficult to determine whether "N/ A" or "no” was the appropriate answer to questions. ::':.::.:,:‘::‘:.?.E
Clearly, the choice can have a profound impact on the resulting scores. It scems unwisce to allow the .;:;:::E:::Ef
reviewer, at his discretion, to mark an answer "N/A", and thus positively bias the scores. e
SR
Much time was wasted in reviewing questions which were related. The answers to such questions will n ::f
aiways be "no” or "N/A" when the first question in the group is answered that way. In such cases, the o o '}f.
workshcet should provide an aid to allow the reviewer to skip the remaining questions in the group. For - .
an example of this problem, sce CL.1(2) - CL.1(6) on worksheet 0. : - ..v
A
RECOMMENDATIONS: AN "':
In order to more readily find answers to the questions, one of two solutions might be adopted. First, the K ;
questions on cach worksheet might be organized by DID and by section number within cach DID. That :"S:?{:ﬁ:i
way, ail questions which could be answered, for example, by reviewing the Software Development Plan ::é:%:‘::‘::(
would be collected together. If it is desired to maintain the current alphabetical sequence of questions, a E:ﬁ‘:‘.ﬁ:l::

cross-reference matrix could be produced containing the same information.

vp A5, 05 i
:é&@',ﬂ?t‘:!"
2 5

o Nt

Each metric element should be accompanied with a background sheet which describes the metric
clement and provides the details necessary for its proper use. Such a reference would detail how it is to

be used, what information is needed to measure it, how to compute the value, how to interpret the

o oy
results, assumptions for use, training required to use the metric clement, an example of its use and, ::_:.': Iq
o )
importantly, references to litcrature for further information. This background shect would also be uscful ‘p' A
g
during worksheet tailoring. The IEEE Software Quality Metrics Standard Committee, P1061, has R .t

produced a draft standard which addresses such a background sheet in more detail [18].

22
e

In order to facilitate the recording of relevant information, we found it beneficial to capture the answers

to metric questions on a separate form (see Mctric Element Scoring Form, Appendix D). This form has

e
Y

30

provisions for noting the source documentation used to answer the question, as well as relevant rationale. L )
. . . O Sy
The use of such a form should be made mandatory to insure that questions about scores can be answered *'\:’,‘.\!‘ )
Pty
later. " \
S0
PN AN
..\$‘ Lot
ety

The option of "N/A" should be climinated from worksheets. This will encourage the SAM and

developer to work more carcfully during worksheet tailoring. It will also have the effect of minimizing

=

biases due to the inappropriate usc of "N/ A" by the reviewers. i \ \
J
s
RN
Related questions on the workshecets should be grouped or bracketed in some way. This will convey to : ‘.
\7 J.
the reviewers which questions should be skipped or answered alike, as appropriate. %
N
67 o
!‘n A -';:I'
L RN R
y TN, ' 8 N A A A N N O L AN Vi A, LR MO \
’ / . » e A YR S S W u vty T > '~ Fadaky
’:ﬂ.‘n‘. :'!'l':?::, ‘ AN f‘:.':&'- :'u‘:'l‘:.:':’l Al -)i\“ QLAY *""'f SRR A Y NN RN A \ A



s o e o

T T R R R e X X R R N RN R WM PN Y P 3 0 WO A WU ."‘.".’- ?;:':“':"
S
"- ! .]
‘i}" .
y ":f:':‘.
"l‘:'i""
333 Score Factors o
sl
FINDING: e
M XXX
This introduction adequately identifies the steps involved in scoring. The steps are explained in the
R
following paragraphs. e,
§ paragrap :::':: i
LA
"‘\':’l
3331  Prepare Scorcsh 1 il
FINDING: e
This paragraph addresses the process of tailoring scoresheets to reflect the specific factors, criteria, and ' .:
weighting functions associated with scoring a worksheet. The text and the scoreshects fall short in a S i
. W
number of important ways. ;‘:.'.«'.:"t
s
First, it must be remembered that two types of weighting are involved in scoring. The criteria scores :t;"::.:.:-
RN
must be weighted when calculating factor scores. Also, scores for each CSCI must be weighted when ;1“:‘0:::‘0:$
8
computing scores for system functions. The scoresheets do not accomodate either form of weighting. :‘,:0::0‘:
Although the text mentions criteria weighting, the discussion omits CSCI-fo-function weighting. ,{ s
. 5 l'
> V,E"
The criteria weighting formulas which were developed as part of quality specification do not provide E " .::0
Bty
for the fact that not all criteria are measured on each worksheet. Thus, in most cases, the coefficients f‘ :‘:
applicd to the remaining criteria will not sum to 1.0. This means that, using the "default” criteria - .
X
weighting formulas, a factor cannot possibly reccive a score of 1. ;‘\ \.“;‘ _
L U ¢
. Y
0
NS
. . . 3
The scoresheets are simply not an adequate tool for scoring complex cascs. As an example, consider how Y

they might be used to represent quality scores of several system functions allocated (many to many) to
several CSCIs. When computing the CSCI factor scores, from which system function would the criteria
weighting formulas be used?

In addition to the above, several minor problems exist with the scoresheets. Scores for some criteria, e.g.
S, are calculated repeatedly for use with multiple factors. Also, the scoresheet for EFFICIENCY

improperly sums all the metric scores to yicld the factor score, without producing criteria scores.

Finally, the scoring scenario is not adequately defined for the test and integration phase. Appendix A
indicates which metric clements should be re-measured during these phases. However, no guidance is
given as to how to recompute criteria and factor scores. Paragraph 4.2.1 indicates that the answers "can
be monitored individually and compared to answers from prior phases or can be used with applicable
answers from prior phases to calculate new factor scores.” The text does not explain which answers from
which phases should be used.
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v RECOMMENDATIONS: g;’ o
) . . . ()
¢ It is most important that the guidebook clearly and comprehensively treat the topic of scoring. Both ‘,)“- ::t"
N simple and complex cases must be accommodated. A scries of examples which illustrate various L)
¢ 1 - WO
o combinations of functions and CSCls arc necessary. To accomplish this, the existing scoresheets and W b
% )
¢ accompanying text must be totally reworked. "'a‘.::".
' !
v 0
:::!l:h:t
2 First, a series of criteria scoresheets should be developed (see Figure 3.3.3.1-1). These are similar to the ol
v . \) "
K existing scoresheets, but only compute criteria values. This addresses the current problem of computing ' s
"; certain criteria values multiple times. The criteria scoresheets require minimal tailoring and can be ﬁz ) "
! - . ¥
il used with cach worksheet. For workshecet 0, only one criteria scoresheet is needed. For worksheets 1, 2, nd
o e 2
3A, and 4A one criteria scoresheet pcr CSCl is required. : i
‘ e
. i By
‘. Criteria scores from the criteria scoresheets arc used to calculate factor scores. On worksheet 0, this is l..":ﬂ::L
X . . . . GO
A fairly straightforward. The criteria scores are entered into a function factor scoresheet along with the ':".l":
p criteria weighting formula for cach factor (sce Figure 3.3.3.1-2). The resulting computation yiclds the , ' :
o™,
,’: factor scores for the system function. A scparate function factor scoresheet is completed for each system ey
W)
; N
) function. 1 "
A
: o]
s £
. On worksheets 1, 2, 3A, and 4A, criteria scores from multiple CSClIs must be combined to form criteria )
' NS
. scores for cach system function. This will be accomplished with a function criteria scoresheet (see Figure ::a::‘;&
4
N 3.3.3.1-3). This scoreshecet allows the contribution of each CSCI to the function to be accounted for. A ":"’::.v"
3 s
3 function criteria scoresheet will be completed for cach system function. The criteria scores from cach ,::n:::o,
| £
CSCT's criteria scoresheet arc cntered into the function criteria scoresheet. The CSClI weighting ik £
" l""',
cocfficient is entered for cach CSCL. Finally, criteria scores are computed for cach criteria which has :?.:::-:::
) : . . et Ve s
) been specified for this system function. 5'-:::;
) 0.‘.&
a Gl
The resulting criteria scores on the function criteria scoresheet must be used to calculate factor scores. [ )
NN
’: The function factor scoreshect may again be used for this purposc. Again, a scparate function factor :S:;N \
. scoresheet is completed for cach system function. :..“ e
o
J This process sounds rather complex, and indeed itis. Unfortunately, without this complexity, the '\E;Q}
v
p’ scoring scenario fails to account for the possible variations in scoring. An overview of this process is
o
g'? presented in Figure 3.3.3.14. .{:_-c :
| 0
: Wnla
.L. Two possible solutions exist to accommodate scoring when a criterion is not measured on a worksheet (or Mﬁ.
» is tailored out). One approach is to compute the factor score by simply dropping the missing criterion. K
e
. I . ¢
The factor score can then be normalized to 1.0 by dividing the result by (1-criteria weight) for the :{h.n q
L] SO {
" X
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5 criterion which was dropped. A better approach, which was described in paragraph 3.2.2.2,is to ij ::
% L

" account for the absence of criteria during quality specification, when the critcria weighting formulas are :.a-"' A7

k>
S

X
-

-
o3
e

first dcrived. This approach involves producing a criteria weighting matrix for cach factor. This

4
o, matrix cstablishes a scparate criterion weighting formula for cach worksheet. Thus, criteria which il
R {
h. ¢ . . . . N . ¢ d
hy aren’'t measured on a particular workshect can be omitted from the matrix, and any criteria which are
M . . . - . o g
" tailored out can be given coefficients of 0. Cocefficients of the remaining criteria should sum to 1. 4 ::,. »
' l.l'..l'
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CRITERIA SCORESHEET e

T O T T R OO o

f
DATE: WORKSHEET NO.: =~
CSCI: SCORER: _
.
METRIC ELEMENTS
CS.1(1)
CS.1(2) METRIC SCORE
CS.1(3)
CS.1(4) 1
CS.1(5)
CRITERION SCORE
ISTE
METRIC ELEMENTS CONSISTENCY
CS.2(1)
cs.2(2y METRIC SCORE
CS.2(3)
CS.2(4) cs2
CS.2(5)
CS.2(6)
)
Figure 3.3.3.1-1 Criteria Scoresheet
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FUNCTION FACTOR
SCORESHEET

DATE: __ SCORER:
FUNCTION: .. o
CORRECTNESS
WS 0 WS 1
WT * SCORE WT * SCORE
CRITERIA CRITERIA
ACCURACY  |.-——- A = . ACCURACY =
COMPLETENESS  |-———-*_—___ = _____ COMPLETENESS {|-—-_*____ = _____
CONSISTENCY  |_____ A = CONSISTENCY — =
TRACEABILITY |- R = . TRACEABILITY |- _ = _____
VISIBILITY | _____ R = VISIBILITY .t =
FACTOR SCORE N FACTOR SCORE -
WS 2 WS 3A
WT * SCORE WT * SCORE
CRITERIA CRITERIA
ACCURACY T ACCURACY St = .
COMPLETENESS |- .. .. = _____ COMPLETENESS | —....* _ . = ___
CONSISTENCY A CONSISTENCY | —.___ R = ]
TRACEABILITY |-—___ o = _ TRACEABILITY | —_ . R = ____|
VISIBILITY |- R = VISIBILITY | —_.__ A = ____]
FACTOR SCORE S FACTOR SCORE R
WS 4A
WT * SCORE
CRITERIA
ACCURACY * = .
COMPLETENESS = L.
CONSISTENCY * I
TRACEABILITY R
VISIBILITY ' =
FACTOR SCORE
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| FUNCTION CRITERIA
| SCORESHEET

DATE: ___ .. SCORER: . . . .___.
FUNCTION: ___ __ .. __. el o
mORANS
P8 1,.0%,
0':‘0‘:"‘:"
O R
Eaf, gt
] ".’:ﬂ .'u
S
1t
CRITERION CSCl 1 WTSCORE= __ CSC1 2 WT'SCORE=__ | CSCI 3 WTSCORE= _ _ Moty
ACCURACY SR S S R S PR S ﬂn"ﬁ,‘
ANOMALYMANAGEMENT [ _ _ * __ = __ | . __ = ___ {__ " ___=___ ‘.'::: 4<
AUTONOMY B R P T I S c:;;ﬂ!' (1
COMPLETENESS B P s I S ':':i .:’e'
CONSISTENCY N S S DN TS UL B " :95;.425
. Ax N
DOCUMENT ACCESSIBILITY | * = }___ * __=___ f__ % __ . =___ -
FUNCTIONAL 5COPE SN IR SN S TN SIS SN ""W“‘i’
GENERALITY BN U P U D P R :.N:,’::::‘ﬁ
INDEPENDENCE Y = UL I S R S t‘:{ﬂ::vfx{,
MODULARITY — = Lt =L c— Yo =l ::‘i,:'l:;‘;'
OPERABILITY U e D v = 0‘;‘»‘:‘ ¥,
a‘fl. tl
RECONFIGURABILITY A S R S D ‘
SELI-DESCRIPTIVEN#SS v = R I T g
T
SIMPLICITY U S S ISR I I O S S ;.4"-».,
SYSTEM CLARITY .= B T I = ~ :.:t:‘
TRACEABILITY oL L= St = e - |..:o:l:0f
VISIBILITY _— = et o= e e 'l,::l:':i
byt
.'\‘ —l'(
t
W ‘:,
v
" am)
SUM OF C5CI ‘ O
CRITERION CSCl 4 WT*SCORE=___ CSCl 5 WT*SCORE=___ | CSCl 6 WT*SCORE=_ _ SCORES :i‘:'u"'gﬂ
ACCURACY . v = Y= Y= e e i yees i
ANOMALYMANAGEMINT |« = |« = ___ |___ * __ = _ I . :"l::"i:
AUTONOMY Y= Y= — Y= e .‘ .“.Y
COMPLETENESS U R [ - SO I I | .\::o:if
CONSISTENCY s = Y= T 2 :%:'n':':
DOCUMENT ACCESSIBILITY | = I s = DOt
FUNCTIONAL SCOPE b = * = ¢ = . ]
GENERALITY . = . = . = R
s s \’A:’rl, 3
INDEPENDENCE * = Lt = * = Tad e
- N .
MODULARITY . = o = . = . )il
OPERABILITY v = e = Lot = - SOAN
RECONFIGURABILITY . = - s - N RN
SELE-DESCRIPTIVENTSS = . LY = Lot = R, [ ]
SIMPLICHTY v s e e e - o Ay
SYSTEM CLARITY S = ot .= et - R ""N.
TRACFABILITY Y = . CRUU I SR S I }\-:"Q \
VISIBILITY Lt = e = Y = . nsteihat
&‘ ahe
. . . o "'.0.. '.'
Figure 3.3.3.1-3 Function Criteria Scoresheet ey
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CSCI 1

1

CRITER.
2

CRITERIA

CRITER.
3 SCORES

CSsCli

WEIGHTING FOR THIS FUNCTION

\

|

CRITER.
2

—1 | WEIGHTED
3 CRITERIA
SCORES

1

CRITERIA WEIGHTING

s WN=O

T

1

FACTOR 1

FACTOR 2

FACTOR
SCORES

FUNCTION A
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Figure 3.3.3.1-4 Scoring Process Overview
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3.33.2 Iculate Factor tep 2

FINDING:

Paragraph 3.3.3.1 identificd several fundamental problems with the scoring process. These same
problems affect this paragraph, but arc not repeated here. This paragraph simply explains the process
of entering numbers into the scoresheets and computing the results. Once the above problems have been
solved and the scoresheets properly reflect correct scoring procedures, the specifics of how to fill in the
blanks must be addressed.

3.34 Analyze Scoring
FINDING:

This paragraph introduces the steps involved in analyzing the scoring results. The text is adequate as it

exists.

3.34.1 Calculate Functional Scores (Step 1)
FINDING:

As described in paragraph 3.3.3.1, the current scoring scenario has serious flaws. This paragraph

describes the process for calculating factor scores for cach system function. The problems with this have
been discussed above, and need not be repeated here.

3342 Compute Scoring Trends (Step 2)
FINDING:

This paragraph explains the procedures for analyzing scores across development phasces in order to
identify trends. A fundamental problem with this analysis is that no basis exists currently to compare
scores from one workshcet to the next. The validity of trends over life cycle phases when different

metric clements are scored is highly questionable.

RECOMMENDATIONS:

Until statistical validation or normalization has been done, this analysis should be climinated from
the methodology. Developers and SAMs should not expect to draw meaningful conclusions about the
changes in software quality over the life of the program. Instead, the scores should be analyzed to
highlight potential problem arcas carly in the development process. This can be done by looking for
software entities which score markedly lower than the average. This analysis should be performed
against the results from each worksheet rather than from one worksheet to the next. In addition to

factor scores, metric and criteria scores can be useful.
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3343  Compare Scores with Requirements (Step 3)
FINDING:
This paragraph describes analyses of specified factor goals against measured scores. For the same

rcasons as stated above, the correlation of factor scores with quality factor ratings is highly
questionable.

RECOMMENDATIONS:

Again, the analysis procedures should not suggest comparing quantities without a basis for
normalization. We do not, for example, know how a mecasured SURVIVABILITY score of .7 compares
with a specified goal of .8 - .9. We cannot conclusively say that we did or did not succeed in achicving
the desired level of SURVIVABILITY. This paragraph should be eliminated.

3344 Analyze Variation 4
FINDING:

This paragraph is concerned with identifying the causces of scoring deficiencics. As discussed above, it is
unwarranted to compare specified goals against achieved results. However, scoring dcficiencies can be
noted by comparing the scores of multiple software entitics on a single worksheet. As an example, one
could discover that, of four CSCls, one scored significantly lower on MODULARITY. The principles

discussed in this paragraph would then be useful in identifying the cause of such a variation.

3.35 Recom tiv ion
FINDING:

This paragraph introduces the steps for recommending corrective action. It is not clear why the two
steps identified below were separated from the preceding discussion.

RECOMMENDATIONS:

Rather than introducing a scparate subscction (4.5), the following subparagraphs and the steps they
describe should be madc part of the preceding discussion.

3351 Summarize Problems (Step 1)
FINDING:

The process of categorizing problems is well stated.

RECOMMENDATIONS:

Renumber this paragraph as 4.4.5.
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3352  Provide Recommendations (Step 2) :::. ‘::.:
U i
FINDING: ‘.':: :;.,:
et
The process of suggesting solutions to the problems is well stated. e
RN
e
9.t
RECOMMENDATIONS: g:*",::ﬁ',‘
(]
Renumber this paragraph as 4.4.6. ?:::.:::':
W
3.36 Automation
FINDING: .,. ﬁ
This discussion of potentials for automation adds nothing to the methodology. " X
E. A
. .“l ,‘Q
RECOMMENDATIONS: ' l' W
!
Delete this paragraph. S.:‘o'
;'. ]
33.A Appendix A - Metric Workshcets .
. 2 T
Findings for this appendix are documented elsewhere. Sce paragraph 3.3.2. ! %%
- :,‘ 3
o
3.3B Appendix B - Factor h !

. a';

Findings for this appendix are documented elsewherc. See paragraph 3.3.3.

s
33C  Appendix C-Software Quality Evaluation Report o ol
FINDING: : ":':!:3‘:@
This DID defines a very uscful report. It is important for the developer to have a formal mechanism to "7 i
communicate quality information to the SAM. However, two arcas of the DID should be modified "'ﬂ‘
according to concerns previously discussed. E;', ‘
i
First, scction 3.2 of the DID requires that quality requirement allocation relationships be described. Itis ‘
appropriate to describe the contribution of cach CSCI to cach system function. This is in keeping with ?fﬁ ]
the allocation described in Volume I1I, paragraph 4.1. However, this allocation need not be discussed f;:':i‘ N
below the CSCl level, since mapping from units to CSCls is done "automatically” when using worksheets '1';:; '
3B to complete 3A and workshecets 4B to complcte 4A. Further, the DID treats this allocation as if D
quality factor scores at the CSCI level must be used to compute factor scores at the function level. As ?:E . :
discussed above, this simple approach to scoring has serious shortfalls. The proposed scoring approach :{r_" Y
uscs CSCl criteria scores to compute function criteria scores, according to a CSCl-to-function weighting §~*
matrix. This scems quite appropriate, since criteria, by definition, represent software attributes. Itis, v_.‘ "..,
therefore, natural to compute scores for these software attributes at the CSCl level, and Icave the Al
R “ W
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acquisition oriented factors for the system function level. R

The second problem with the DID concerns section 3.4 - Data Analysis. As mentioned previously, such

..‘ )
analyscs should not be proposed until statistical validation and normalization functions have been ';:." o
NN
accepted. i

RECOMMENDATIONS:

N
Paragraph 3.2 of the DID should define the allocation relationships in terms of CSCI contribution to %“

'
system functions without specifying that factor goals are being allocated to the CSCls. Adopt an b

0":'1
allocation philosophy which is consistent with the proposed scoring scenario. X

al
fat
oy
e
. 3
4
Paragraph 3.4 in the DID should focus on those scoring variations for which the methodology is well By

. ) .. .‘.:h"
suited. Sec paragraph 3.3.4 for further details.
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SECTION 4
CONCLUSIONS

This scction presents our major conclusions. Principally, the framework and methodology form a useful

approach to software quality. Still, the methodology, in the form of the guidebooks, needs to be refined,
and the framework must continually cvolve.

In the software acquisition process, far too little emphasis has been placed on software quality. This
has been dug, in part, to the traditional practice of testing for quality rather than designing it in.
Quality specification is beginning to reccive more attention, particularly with the acceptance of
DoD-STD-2167. The RADC software quality framework provides much needed tools for satisfying the
requirements of 2167 to specify software quality.

Using this methodology also brings an carly focus to overall software life cycle concerns. In the past,
without such a structured approach to quality specification little attention was given to issucs of
software portability, adaptability, or maintainability. Now, appropriate levels of thesc attributes

can be specified at the beginning of the system life cycle.

The most important benefits of the framework and methodology result from the ability to discover

quality-related problems carly during the development process, when such problems are least expensive
to correct.

The guidebooks provide a uscable tool for learning about the methodology. Howcver, their utility could
be greatly improved by scparating theory and examples from procedures, and expanding the procedural
discussions. In particular, a "cookbook" style would be appropriate for defining procedures to be
followed. These steps would significantly increase the accessibility of the methodology to those

acquisition managers and contractors who are not familiar with it.

The framework is a good paradigm for viewing software quality from different perspectives. To remain
useful, the framework must evolve as the technology for developing software advances. Specifically,
the revision of metric elements, metrics, and criteria definitions should be a continuous process.
Acceptance of the framework will be based, in part, on the degree that it accounts for new techniques,

practices, and procedures.
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APPENDIX B QRN

GLOSSARY iteaty
‘g"‘:’:‘.'
A
This glossary presents a list of terms, acronyms and abbreviations used in the report, along with their ’g‘:ﬁ;:;::o::
meanings. LS LY
» % | “‘.‘
AMS Automated Measurement System b %ﬁs::tf
el
AMT Automated Mcasurement Tool :5;;':‘.::1 |
U .‘.‘.‘Q b"é
CDR Critical Design Review DU
. . R
CDRL Contract Data Requirements List v’::.;,".:,:"
iy ‘!‘ "J“
CPM Critical Path Method - uscd for scheduling tasks and subtasks, and :::. :::s;::c
showing dependencies among them :,:q:.:«:.:i:
CsC Computer Software Component l{.}\' TS
NG
CsClI Computer Software Configuration Item gﬁ i
} $
N EA
Csi Computer Science Innovations ;h"‘:\i:’
DBMS Data Base Management System o \: -
' X
iy,
DFD Data Flow Diagram %\;\?. A
DID Data Item Description il 2:"
DoD U.S. Department of Defense v “
F:J'::h )
NN
DoD-STD-SDS  Software Development Standard (a.k.a. DoD-STD-2167) ‘;::::F :
N
ECOAEA Enemy Course of Action Evaluation Aid f,: A,
EPAA Enemy Performance Asscssment Aid b’\' .;‘
I
ESCMA Encmy Sortic Capability Measurement Aid ;"-FM L
MR
FCA Functional Configuration Audit ':f n;
GUIDEBOOK  Software Quality Specification Guidebook, Volumes ITand 111 s : 2
B
HWCI Hardware Configuration Iitem oy Ay
N
V&V Independent Verification and Validation . N
JTF Joint Task Force '
B-1
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A
i

MIS Management Information System
oCD Operational Concepts Document
PARC Palo Alto Rescarch Center (XEROX)
PCA Physical Configuration Audit
PDR Preliminary Design Review 6":::':31'
QA Quality Assurance
oM Quality Metrics
QMT Quality Measurement Technology
QPT Quality and Productivity Tool
RAA Resource Apportionment Aid .‘:c"
RADC Rome Air Development Center ‘ i!"‘: b
SAM Software Acquisition Manager :?":j::,i:%
SBSDA Senior Battle Staff Decision Aids :.'t‘;::"i:gi
SDR System Design Review :iss‘n;'ﬁ“
SOW Statement of Work
SQM Software Quality Mcasurcment
SQMD Software Quality Measurement Demonstration
SQRR Software Quality Requirements Report .-_!:
SRR System Requircments Review "",\
SRS Software Requirements Specification
SSR Software Specification Review
STP Software Test Plan
STR Software Test Report
TAF Tactical Air Force
TCB Trusted Computing Base
TIM Technical Interchange Mecting
TRR Test Readiness Review
B-2

RO
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APPENDIX C

QUALITY REQUIREMENTS SURVEY RESPONSES

This glossary presents the responses to the quality requirements surveys. Three individuals were asked
to complete the survey: the SBSDA acquisition manager and two contractor personnel who were
involved in the SBSDA development cffort. For purposcs of anonymity, the respondents were labelled
'A','B', and 'C".

These individuals were asked to indicate the importance of cach of thirteen software quality factors,
with respect to the primary software functions. Answers were captured in a matrix. Also, cach was
asked to provide his rationale for the ratings. This was to be a short statement to explain why a
particular level of importance was chosen. These responses were used, along with other information, to
cstablish initial quality factor goals for each software function. Note that the cach respondent
addressed both EPAA and RAA.
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Ratfonale for Quality Goal ratings:
RAA:

Efficiency - We wanted the Decision Aid to be implemented on an
nexpensive; i.e. small machine so that we could ?et widespread
utilization of a successful result at an affordabie price.

Consequently, based on prior experience, we thought it advisable to
tightly constrain the designer or developer (for example, we have seen
unconstrained decision aid davelopments take the full resources of a Vax
11/780, when in retrospect, a functionally equivalent solution, might
otherwise, {f constrained, have been implementable on a micro). This
reasoning was prevalent because of two other considerations: (1) The
RAA had the potential for subsequent integration with several other aids
under development; however, the practical extent of the integration

would be limited by the resources that could be put in small space, e.g. - 3
a microvax size machine; and (2) we had no idea what additional resource OO
requirements would be needed in scaling up from laboratory prototypes to ;’*;e’;é-s‘g
applications responsive to TAF field use requirements. Hence, the push Yk

be "anti Parkinson's Law" at the onset, i.e. very parsimonious.

Usability - Users would run the aid in support of a small percentage of
Their days work; would turn over very frequently; might not receive
highly specialized training; would not be required to be computer
literate, etc. Built in job training was called out as a design goal.
Also, the aid must fit the problem solving/cognitive style of people who
do the jobs/tasks that the decision aids are designed to assist.

Verifiability - A method was designed and previously verified as
effective to measure the fmpact of the aid on the person, on the job, on
the environment. Commitment to use that method as a means of verifying
the utility of the aid was a given/constraint. That method required
formal and informal evaluation by potential users in two cycles: first,
by technical people simulating users; and secondly, by operational Air
Force people who do the target task in the field today. Between the two
cycles was a brief period within which the developers could fix as many
as possible of the apparent deficiencies or limitations perceived by the
first group. Consequently, there was an implied software verifiability
requirement,

Flexibility - There was an explicit design goal to be able to readily
adapt the product for use within different theaters of operation (and by
implication at more than one command level).

) |‘ 4 O.s_'t
Interoperability - The aid was to be designed so that in subsequent i _
stages o veTopment or operation, the aid would be tied to operational " '
data base management systems for the input data. Also, in case of RAA, ,'.l::.H
1t was conceived of as a pre-planning (top level/preliminary) step to : :0“ \
the Air Tasking Order (ATO) generation support task (detailed planning) 4 .‘«: ',: )
against which another decision aid development effort was directed. -'\%u:'

Consequently, it was foreseen that the two aids (RAA and TEMPLAR) would R h
eventually be linked or integrated. thyy
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Portability - At the time of program formulation, it was virtually
certain that the machine on which the aid was developed, whatever the
choice, would not be the machine(s) on which it would be implemented in
the field since TAC had not yet decided on the TAF small computer(s).

It was also possible that the aid might be fielded as another
application on a larger machine. Hence, the requirements for high level
language, modularity, etc, with possible portings to Perken-Elmer, VAXs,
Cromemcos, and possibly Symbolics, for example.

Ratfonale for Quality Goal ratings:
EPAA:

Efficiency - In all honesty, this goal was pure "gut feel® - one which
we could not adequately rationalize. Only very indirectly can I expand
on this. The process which the aid was directed at was not well
defined, subjective, and heavily dependent on large quantities of
diverse data - much of which might not readily be accessible. Also,
consideration might be given to the Expert System approach applied to
define such a subjective process. To the extent that one can consider
the front end knowledge engineering work to be part of software design
and part of eventual adaption of the product to different commanders and
their support staffs, "efficiency" was an important consideration.

Usability - See comment on this goal for RAA.
Verifiability - See comment on this goal for RAA,

Maintainability - Gut feel. Similar comment as pertains to efficiency.
We assumed that this would be one of the riskiest of the four aids -
maight require more evolutionary development, hence more likely to need
changes/fixes, etc.

Interoperability - Although it, like the other Senior Battle Staff aids,
was to be 1nitially built as a stand alone decision aid, the contractors
were asked at the beginnning of the program to consider eventual linking
of the aids as a highly 1{kely follow-on effort. Also, prior to
completion of the implementation, it was made known that subsequent
porting of the product from a VAX to a PC might happen to facilitate
certain experimentation on group decision making.

Portability - see comment above. See also Portability comment in re
RAR. ATso, EPAA was seen as a potential component of an Integrated Aid
set other than (just) the Senior Battle Staff Aids, e.g. as part of a
suite of Intelligence Analysis support aids that feed the update to an
Intelifgence Data Handling System (which is one of the primary sources
of aids that feed other aids-like the RAA).

Other comments on other factors for both EPAA and RAA.
I, The SBS program was b.2-Exploratory Development.  On successful
accomplishment of proof of concept, the other factors would take on

higher weights based on follow-on Advanced Development wherein
performance considerations would be Tooked at intensively.

2. The follow-on to the SBS follaow-on call for product/end-item
evaluation by using appropriate metrics from the RADC S/W Quality
Metrics Program. Hence, the SBS follow-on effort requires examination
of metrics technolo?y and the goals of program that will follow it in
order to specify which metrics will be specified.
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APPENDIXD

SAMPLE QUALITY EVALUATION FORMS

This appendix contains samples of forms used during the study. The following pages contain:

e Metric Element Scoring Form
s  Metric Element Evaluation Form

e  Worksheet Evaluation Form

The Metric Element Scoring Form was used to capturc answers to all metric elements for cach worksheet.

To accompany the answer, this form also captures the rationale and location from the documentation

where the answer was found.

The Metric Element Evaluation Form was used to capturc information for use in cvaluating cach metric

element. Areas which were included were applicability, phrasing of question, and mecasurement cffort.

The Worksheet Evaluation Form was used to evaluate how well cach criterion was measured by cach

worksheet. Also, the applicability of the criterion to the life cycle phase was measured.
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NVMETRIC B BEVIENT SCORING FORM

SYSTEM . FUNCTION / CSC!
PHASE wS. * UNIT

METRIC ELEMENT 10 (EG. AANINN) ] EVALUATOR

ANSWER TO QUESTION(S)

(List each sub~question separately, e.g. 3,b,cy, Co, etc.)

RATIONALE FOR ANSWER

(continue on separate page if necessary)

INFORMATION SOURCES USED
(List each source: Document Name, Para. %, Pg ®)

CHECK HERE IF NO INFORMATION WAS FOUND
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METRIC B EMENT
EVALUATION FORM

SYSTEM PHASE WS * ____
METRIC ELEMENT 1D (E.G. AAN(NN)] EVALUATOR _

AREAS OF CONCERN

(Mark al) items which apply. Describe specific concerns in ‘comments’ area, below)

SOME MAJOR
RESERVATIONS CONCERNS

METRIC ELEMENT DOES NOT APPLY TO:
| 1. This CRITERION

x 2. This lifecycle PHASE

3. This SYSTEM

| 4 Knowledge Based Systems

|
PHRASING OF QUESTION: s
5. Question is UNCLEAR or AMBIGUOUS —_— - o
6. Question is SUBJECTIVE rather ik
| than OBJECTIVE DR
7. Question is biased toward . it
' A An operating system ~ ~ "
| B. An implementation language(s) At
| C. Specific hardware :}::3. y
| D. Command Control Systems 3 ,,-S\.".j )
8. Question preciudes or is missing important SR
considerations (1ist in comments below) 2
AR
MEASUREMENT EFFORT/ACCURACY: *a
9. Value is difficult to determine b
10. Formula is incorrect Rt
. O et
MARK ALL .
YES' ANSWERS PO
11. Expertise required for this question f*'.;,-’r.;;‘,
SYSTEMS ENGINEERING - il
SOFTWARE METHODOLOGIES _ LN
OPERATING SYSTEMS S "Va
LANGUAGE(S) _ Wy
HARDWARE S M
12. Question is automatable - N o
L
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VMETRIC B EMIENT
EVALUATION FORM

W.S.®#__ METRIC ELEMENT ID(EG. AANNN)) —____  EVALUATOR _____

OTHER CONCERNS:

(List additional issues with the metric element)

COMMENTS:

(Include Item No. for Each Comment. Continue on separate page if necessary.)

RECOMMENDED ACTIONS

(Mark all that apply)
DELETE QUESTION ___ REPLACE QUESTION _____
SPLIT INTO SUB-QUESTIONS ____ FIXTYPO
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WORKSHEET EVALUATION FORM

SYSTEM _____ PHASE ws.* EVALUATOR
CRITERLA APPLICABILITY &
; COMPLETENESS
} Describe all NO' end POOR’ snswers in comments ares, below
ISCRITERIONAPPLICABLE  HOW THOROUGHLY IS CRITERION
TO THIS PHASE? MEASURED?
CRITERIA Y5 N POOR ADEQUATE 900D
. ACCURACY . . . . . ... ...... — —_— —
2. ANOMALY MANAGEMENT. . . . . . . . — —_ —
3. APPLICATION INDEPENDENCE . . . . __  _ —_
4. AUBMENTABILITY . . . . . . . ... —_ —— _ =
S. AUTONOMY . . . . . ... ..... —_— _
6. COMMONALITY . . . . . .. . . . . . — —_—
7. COMPLETENESS . . . . . . . . ... —_— _— -
8. COMSISTENCY . . . .. . .. . ... —_— —_—
9. DISTRIBUTEDNESS . . . . . . . ... — —_—
10. DOCUMENT ACCESSIBILITY . . . . . . — —_—
11. EFFECTIVENESS - COMMUNICATION . . _ —_— —
12. EFFECTIVENESS - PROCESSING . . . . ___ _—
13. EFFECTIVENESS - STORAGE . . . . . . —_— -
14, FUNCTIONAL OVERLAP . . . . . . . . — _—
IS. FUNCTIONAL SCOPE . . . . . . . . . — —_— —
16. GEMERALITY . . . . . . . . . . . . . —_— —_— -
17. INDEPENDENCE . . . . . . . . . . . — —
18. MODULARITY . . . . . . . . . . .. —_— -
19. OPERABILITY . . . . . . . . . . . - —_ -
20. RECONFIGURABILITY . . . . . . . . . — _— -
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MISSION
of
Rome Air Development Center

RADC plans and executes nesearch, development, test
and selected acquisition programs in support of
Command, Controf, Communicaiions and Intelligence
(C31) activities. Technical and engineering
support within areas of competence 48 provided to
ESD Prognram Offices (P0s) and other ESD elements

to pergorm effective acquisition of C31 systems.
The areas of technical competence include
communications, command and control, battle
management, information processing, surveillance
.4ensons, intelligence data collection and handting,
‘solid state scdences, electromagnetics, and
‘propagation, and electronic, maintainability,

and compatibility. is
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